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Recommendation Status

As of August 31, 2018, the OIG Management Information System (MIS)
reported the following recommendation counts:

Sensitive
Unclassified and Classified Total

43**

*this total includes the following recommendations associated with the IBWC: Open Sensitive: +9.
**this total excludes 3 DOS reports with 10 recommendations, 8 of which are resolved and 2 are uresolved.

Closed
within
Month

Newly
Issued

Recommendation Status Explained
Unresolved: No agreement between OIG and management on the
recommendation or proposed corrective action (remains open).

Resolved: Agreement on the recommendation and proposed corrective action
(remains open) but implementation has not been completed.

Closed: Agreed upon corrective action is complete.

Action Office: The organization to which a recommendation has been
assigned for action.

Searching Explained

The recommendations are sorted alphabetically by
action office, then by the date the report
containing the recommendations was issued.

Use Ctrl+F within your internet browser to search
for keywords within this PDF document.

Example searches:

To find recommendations related to a particular
bureau or office, type the name of that bureau
or office. For example, "Office of the Deputy
Secretary” or “Bureau of Diplomatic Security.”
View the Department of State Organizational
Chart for more information on Department
bureaus and offices.

To find recommendations related to a particular
embassy, type “"Embassy” and the city in which
the embassy is located. For example, “"Embassy
Berlin” or “Embassy Kabul.”

To find recommendations with a specific word
or phrase, type the keyword. For example,
“information technology” or “contracts.”

Additional Information

This report includes only unclassified information
entered into our MIS system as of the last
business day of the previous month. For
example, the November report will include
information in our system as of 4 P.M. on the
last business day of October.

Action office have up to 30 days after a report is
issued to respond to newly issued
recommendations.

Questions? Contact the OIG Office of
Congressional and Public Affairs.
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OIG recommends that the Bureau of Consular Affairs, in
coordination with the Bureau of the Comptroller and Global
Financial Services, obtain read-only access within the Closed
9/7/2017 11 Department’s financial management system to all financial 8/14/2018
. . . Implemented
information related to the Consular and Border Security Program

fund codes, including revenue and expenditure information from
other Department of State bureaus.

Audit of the Bureau of Consular Affairs Fee-Setting Methodology

1 Bureau of Consular Affairs AUD-FM-17-53 .
for Selected Consular Services

The Bureau of Consular Affairs, in coordination with the Bureau of
Human Resources, should reclassify the grade levels of the Closed -
2 Bureau of Consular Affairs ISP-1-18-14 Inspection of Embassy Djibouti, Djibouti 4/18/2018 5 Consular Section chief position and one of the First- and Second- Implemented 8/16/2018
Tour consular officer positions in Embassy Djibouti. (Action: CA, in

coordination with DGHR)

OIG recommends that the Bureau of Diplomatic Security, in
coordination with the Directorate for Operations, Bureau of
Overseas Buildings Operations, Office of Safety, Health, and
Environmental Management, develop and implement specific
safety guidance for the disposal of armored vehicles overseas. The
guidance should reference obligatory occupational health and
Management Assistance Report: Health and Safety Concerns 1/12/2017 1 safety standards, instruct how to conduct an Activity Hazard Closed -
Identified Related to Armored Vehicle Disposals Analyses in accordance with Overseas Buildings Operations Implemented
requirements, specify that Activity Hazard Analyses must be
performed during the pre-award contract phase, and mandate
specialized health and safety training for post personnel involved
in armored vehicle disposals in order that they may verify
contractor compliance with required occupational health and
safety standards.

3 Bureau of Diplomatic Security AUD-SI-17-20 8/14/2018

The Bureau of Educational and Cultural Affairs should require that
Bureau of Educational and a Regional Educational Advising Coordinator visit the Dhahran Closed -
4 . ISP-1-18-17 Inspection of Embassy Riyadh and Constituent Posts, Saudi Arabia 5/11/2018 8 g . . g o

Cultural Affairs EducationUSA Advising Center to evaluate and certify its level of Implemented

service. (Action: ECA)

8/22/2018

UNCLASSIFIED
Page 1 of 7



Use CTRL+F to Enter Search Terms

#

ACTION OFFICE

REPORT NUMBER

U.S. Department of State - Office of Inspector General

UNCLASSIFIED

Recommendations Closed in August 2018

REPORT TITLE

Unclassified

ISSUE DATE

REC NUMBER

RECOMMENDATION

REC STATUS

REC CLOSE DATE

Bureau of International
Narcotics and Law
Enforcement Affairs

AUD-MERO-18-30

Audit of the Bureau of International Narcotics and Law
Enforcement Affairs Invoice Review Process for Contracts in
Afghanistan

2/9/2018

OIG recommends that the Bureau of International Narcotics and
Law Enforcement Affairs develop and implement invoice review
training for its oversight staff with a focus on its Afghanistan
contracts to ensure that newly assigned Contracting Officer’s
Representatives charged with reviewing invoices are fully

prepared and familiar with the specific features of these contracts.

Closed -
Implemented

8/27/2018

Bureau of International
Narcotics and Law
Enforcement Affairs

AUD-MERO-18-30

Audit of the Bureau of International Narcotics and Law
Enforcement Affairs Invoice Review Process for Contracts in
Afghanistan

2/9/2018

OIG recommends that the Bureau of International Narcotics and
Law Enforcement Affairs develop and implement procedures to
verify that the Quality Assurance Surveillance Plan inspection
reports for its Afghanistan contracts are completed in accordance
with Department requirements, including specifying the period
covered by the report and identifying the actions taken by the
contractor to correct previously identified deficiencies to afford
the Contracting Officer and succeeding Contracting Officer’s
Representatives a complete history of contract implementation.

Closed -
Implemented

8/27/2018

Bureau of International
Narcotics and Law
Enforcement Affairs

AUD-MERO-18-30

Audit of the Bureau of International Narcotics and Law
Enforcement Affairs Invoice Review Process for Contracts in
Afghanistan

2/9/2018

OIG recommends that the Bureau of International Narcotics and
Law Enforcement Affairs include, in the Kabul-specific Standard
Operating Procedures it is developing, clarification of the role of
contract assistants in contributing to the Quality Assurance
Surveillance Plan inspections reports for its Afghanistan contracts
and procedures for the Contracting Officer’s Representatives to
review, verify, and document the inspection reports.

Closed -
Implemented

8/27/2018

Bureau of International
Narcotics and Law
Enforcement Affairs

AUD-MERO-18-30

Audit of the Bureau of International Narcotics and Law
Enforcement Affairs Invoice Review Process for Contracts in
Afghanistan

2/9/2018

OIG recommends that the Bureau of International Narcotics and
Law Enforcement Affairs implement procedures requiring
Contracting Officer’s Representatives for its Afghanistan contracts
to formally document their review and acceptance of contractor
progress and status reports in compliance with the Foreign Affairs
Handbook and INL’s Standard Operating Policy/Procedures for
Contracting Officer’s Representative Working File Maintenance.

Closed -
Implemented

8/27/2018
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The Bureau of South and Central Asian Affairs should complete

Bureau of South and Central d file monitoring reports, Grants Officer Representative Closed -
9 ureau . Y . ISP-1-18-11 Inspection of the Bureau of South and Central Asian Affairs 2/21/2018 4 an . I . oring rep . icer Rep e. W . ¢ 8/16/2018
Asian Affairs designation letters, and Grants Officer Representative evaluation Implemented
reports for its non-public diplomacy grants. (Action: SCA)
The Bureau of South and Central Asian Affairs should measure all
Bureau of South and Central its project objectives with indicators that meet Department Closed -
10 : . ISP-1-18-11 Inspection of the Bureau of South and Central Asian Affairs 2/21/2018 5 .p J ) Lo A . P . 8/16/2018
Asian Affairs guidelines and use those indicators in required reports. (Action: Implemented
SCA)
Consulate General Jerusalem should enforce Department motor Closed
11 Consulate General Jerusalem ISP-1-17-18 Inspection of Consulate General Jerusalem 6/12/2017 5 vehicle standards for all personnel under Chief of Mission 8/22/2018

i . Implemented
authority (Action: Consulate General Jerusalem) P

Consulate General Jerusalem should update and test the
information technology contingency plans for the unclassified and Closed -
12 Consulate General Jerusalem ISP-1-17-18 Inspection of Consulate General Jerusalem 6/12/2017 17 the classified networks and develop a process for periodically Implemented 8/22/2018
updating the plans as systems environments and resources

change. (Action: Consulate General Jerusalem)

Consulate General Jerusalem should conduct initial and annual

refresher contingency training for personnel based on their
gency & P Closed -

13 Consulate General Jerusalem ISP-1-17-18 Inspection of Consulate General Jerusalem 6/12/2017 18 classified and unclassified information technology contingency Implemented 8/22/2018
planning roles and responsibilities. (Action: Consulate General P
Jerusalem)
Embassy Addis Ababa should assign an appropriate reviewing Closed

14 Embassy Addis Ababa ISP-1-18-18 Inspection of Embassy Addis Ababa, Ethiopia 5/25/2018 2 officer for all untenured Foreign Service generalist officer Imolemented 8/27/2018
evaluations. (Action: Addis Ababa) P
Embassy Addis Ababa, in coordination with the Bureau of African
Affairs and the Bureau of International Information Programs, Closed -

15 Embassy Addis Ababa ISP-1-18-18 Inspection of Embassy Addis Ababa, Ethiopia 5/25/2018 4 . . ) . & 8/27/2018
should implement a formal social media strategy. (Action: Implemented

Embassy Addis Ababa, in coordination with AF and IIP)

UNCLASSIFIED
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Embassy Addis Ababa, in coordination with the Bureau of
Administration, should revise and implement the Public Affairs Closed -
16 Embassy Addis Ababa ISP-1-18-18 Inspection of Embassy Addis Ababa, Ethiopia 5/25/2018 5 Section’s internal standard operating procedure for grants Implemented 8/27/2018
administration to comply with Department requirements. (Action:

Embassy Addis Ababa, in coordination with A)

Embassy Addis Ababa, in coordination with the Bureau of
International Information Programs, should implement annual Closed -

resource development and program plans for its American Spaces.| Implemented
(Action: Embassy Addis Ababa, in coordination with 1IP)

17 Embassy Addis Ababa ISP-1-18-18 Inspection of Embassy Addis Ababa, Ethiopia 5/25/2018 6 8/27/2018

Embassy Addis Ababa, in coordination with the Bureau of
Educational and Cultural Programs, should acquire and make Closed
18 Embassy Addis Ababa ISP-1-18-18 Inspection of Embassy Addis Ababa, Ethiopia 5/25/2018 7 available a collection of materials to promote the self-study of 8/27/2018

Implemented
English at the Col. C. John Robinson American Center. (Action: P
Embassy Addis Ababa, in coordination with ECA)
Embassy Addis Ababa should implement a standard operating
rocedure for destruction of consular personally identifiable Closed -
19 Embassy Addis Ababa ISP-1-18-18 Inspection of Embassy Addis Ababa, Ethiopia 5/25/2018 8 P \ fon ot P y identifiable 8/27/2018
information that complies with Department standards. (Action: Implemented
Embassy Addis Ababa)
Embassy Addis Ababa should revise and reissue its management
li the Special Immi t Vi t f ith Closed -
20 Embassy Addis Ababa ISP-1-18-18 Inspection of Embassy Addis Ababa, Ethiopia 5/25/2018 20 poficy on the special Immigrant Visa program to contorm wi ose 8/27/2018
Foreign Affairs Manual standards and invite applicants previously Implemented
denied to submit new applications. (Action: Embassy Addis Ababa)
Embassy Addis Ababa, in coordination with the Bureau of Human
Resources, should implement a system to review and track Closed

21 Embassy Addis Ababa ISP-1-18-18 Inspection of Embassy Addis Ababa, Ethiopia 5/25/2018 23 reimbursements for the local staff medical reimbursement 8/27/2018

Impl ted
program in accordance with Department guidance. (Action: mplemente
Embassy Addis Ababa, in coordination with DGHR)
Embassy Addis Ababa should implement a policy and standard
. . . L operating procedures that provide oversight of the diplomatic Closed -
22 Embassy Addis Ababa ISP-1-18-18 Inspection of Embassy Addis Ababa, Ethiopia 5/25/2018 27 . ) . 8/27/2018
pouch, in accordance with Department standards. (Action: Implemented

Embassy Addis Ababa)
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Embassy Addis Ababa should implement standard operating
d for the authorization, i , and tracking of all Closed -
23 Embassy Addis Ababa ISP-1-18-18 Inspection of Embassy Addis Ababa, Ethiopia 5/25/2018 28 procedures for the authonzatlon, Issuance, and tracking ot a 0se 8/27/2018
embassy issued cellular telephones. (Action: Embassy Addis Implemented
Ababa)
Embassy Djibouti, in coordination with the Bureau of African
Affai dtheB f Int tional Inf tion P 3 Closed -
24 Embassy Djibouti ISP-1-18-14 Inspection of Embassy Djibouti, Djibouti 4/18/2018 2 airs and the Bureau of ‘nternational information Frograms ose 8/16/2018
should implement a social media strategy. (Action: Embassy Implemented
Djibouti, in coordination with AF and IIP)
Embassy Djibouti, in coordination with the Bureau of International
Infi tion P , should impl t | Closed -
25 Embassy Djibouti ISP-1-18-14 Inspection of Embassy Djibouti, Djibouti 4/18/2018 3 nrormation Frograms, shou . imp emen. an anm.Ja resource ose 8/16/2018
development and programming plan for its American Space. Implemented
(Action: Embassy Djibouti, in coordination with IIP)
Embassy Djibouti should reassign Information System Security Closed
26 Embassy Djibouti ISP-1-18-14 Inspection of Embassy Djibouti, Djibouti 4/18/2018 23 Officer responsibilities to comply with the Department’s Implemented 8/16/2018
separation of duties requirement. (Action: Embassy Djibouti) P
27 Embassy Lisbon 1SP-1-18-22 Inspection of Embassy Lisbon and Consulate Ponta Delgada, 5/4/2018 ) Embassy .I.isbo.n should.submit its reta'il price survey to the Bureau Closed - 8/24/2018
Portugal of Administration. (Action: Embassy Lisbon) Implemented
. . Embassy Lisbon should perform the required annual inspection of
I tion of Embassy Lisb d Consulate Ponta Delgada, ) . ; . . . Closed -
28 Embassy Lisbon ISP-1-18-22 nspection of tmbassy Lisbon and Lonsulate Fonta Delgada 5/4/2018 4 all office work areas and semi-annual inspection of increased risk ose 8/24/2018
Portugal . . . Implemented
work areas and operations. (Action: Embassy Lisbon)
Embassy Lisbon should inform all employees and family members
Inspection of Embassy Lisbon and Consulate Ponta Delgada, assigned to housing with community pools about the hazards and Closed -
29 Embassy Lisbon ISP-1-18-22 pect! yH & 5/4/2018 5 '8! using wit unity poots about the haz 8/24/2018
Portugal provide them with copies of the Department’s Swimming Pool Implemented
Safety brochure. (Action: Embassy Lisbon)
Embassy Monrovia should nominate, appoint, and train Closed -
30 Embassy Monrovia ISP-1-17-12 Inspection of Embassy Monrovia, Liberia 5/24/2017 11 contracting officer's representatives in accordance with Implemented 8/9/2018
Department guidelines. (Action: Embassy Monrovia) P
Emb M ia should t all laptops i d ith Closed -
31 Embassy Monrovia ISP-1-17-12 Inspection of Embassy Monrovia, Liberia 5/24/2017 20 mbassy onrc?V|a shou e.:ncryp atllaptops in e'zccor ance wi ose 8/9/2018
Department guidance. (Action: Embassy Monrovia) Implemented
Embassy Nicosia should restrict access to the North Office Closed
32 Embassy Nicosia ISP-1-18-03 Inspection of Embassy Nicosia, Cyprus 10/23/2017 4 consular work space to employees having official reasons for Imolemented 8/9/2018
access. (Action: Embassy Nicosia) P
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Embassy Nicosia should conduct an annual inventory of its facility Closed
33 Embassy Nicosia ISP-1-18-03 Inspection of Embassy Nicosia, Cyprus 10/23/2017 6 expendable supplies and enter it into the Integrated Logistics 8/9/2018

Implemented
Management System. (Action: Embassy Nicosia) P
Embassy Nicosia should require that all chauffeurs and incidental
drivers under chief of mission authority receive required safe Closed -
34 Embassy Nicosia ISP-1-18-03 Inspection of Embassy Nicosia, Cyprus 10/23/2017 7 . _ X y a X 8/9/2018
driver training and have required medical clearances. (Action: Implemented
Embassy Nicosia)
Embassy Riyadh should implement standard operating procedures
for convening Emergency Action Committee meetings that Closed -
35 Embassy Riyadh ISP-1-18-17 Inspection of Embassy Riyadh and Constituent Posts, Saudi Arabia | 5/11/2018 4 \ g Emergency Actlol & 8/22/2018
provide for attendance as required by Department standards. Implemented

(Action: Embassy Riyadh)

Embassy Riyadh should seek a legal review and opinion from the
Office of the Legal Adviser about whether the Office of Program Closed -
36 Embassy Riyadh ISP-1-18-17 Inspection of Embassy Riyadh and Constituent Posts, Saudi Arabia 5/11/2018 6 Management-Ministry of Interior’s U.S. Program Director may use Implemented 8/22/2018
a dedicated Ministry of Interior self-drive vehicle for business and

non-official purposes. (Action: Embassy Riyadh)

Embassy Riyadh should require that Consulate General Dhahran’s Closed
37 Embassy Riyadh ISP-1-18-17 Inspection of Embassy Riyadh and Constituent Posts, Saudi Arabia | 5/11/2018 7 Public Affairs Officer report directly to the Consul General and Imolemented 8/22/2018
manage a separate Public Affairs Section (Action: Embassy Riyadh) P

Embassy Riyadh should maintain complete State Assistance
Management System-Overseas records of its Federal assistance Closed -

activity in accordance with Department standards and guidance. Implemented
(Action: Embassy Riyadh)

38 Embassy Riyadh ISP-1-18-17 Inspection of Embassy Riyadh and Constituent Posts, Saudi Arabia 5/11/2018 9 8/22/2018

Embassy Riyadh should include Grants Officer Representative Closed
39 Embassy Riyadh ISP-1-18-17 Inspection of Embassy Riyadh and Constituent Posts, Saudi Arabia | 5/11/2018 10 designation letters in official Federal award files in accordance Imolemented 8/22/2018
with Department standards. (Action: Embassy Riyadh) P

Embassy Riyadh should require that the Consulate General
Dhahran Public Affairs Officer obtain a grants officer warrant and Closed -

refer the matter to the Office of Legal Counsel if warranted. Implemented
(Action: Embassy Riyadh)

40 Embassy Riyadh ISP-1-18-17 Inspection of Embassy Riyadh and Constituent Posts, Saudi Arabia 5/11/2018 11 8/22/2018
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Embassy Riyadh should implement nonimmigrant visa referral Closed

41 Embassy Riyadh ISP-1-18-17 Inspection of Embassy Riyadh and Constituent Posts, Saudi Arabia | 5/11/2018 13 procedures that conform to Department standards. (Action: Imblemented 8/22/2018
Embassy Riyadh) P
Embassy Riyadh should submit the Retail Price Schedule and Hotel Closed

42 Embassy Riyadh ISP-1-18-17 Inspection of Embassy Riyadh and Constituent Posts, Saudi Arabia | 5/11/2018 19 and Restaurant Survey to the Bureau of Administration Office of Imolemented 8/22/2018
Allowances. (Action: Embassy Riyadh) P
Embassy Riyadh should update its Locally Employed Staff Closed

43 Embassy Riyadh ISP-1-18-17 Inspection of Embassy Riyadh and Constituent Posts, Saudi Arabia 5/11/2018 21 Performance Management Policy Guidebook. (Action: Embassy Implemented 8/22/2018
Riyadh)
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