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As of October 31, 2018, the OIG Management Information System (MIS)
reported the following recommendation counts:

Sensitive
Unclassified and Classified Total

oo | 7 |
5o | 23 | o

*this total includes the following recommendations associated with the IBWC: Open Sensitive: +8.
*this total excludes 3 DOS reports with 16 recommendations, 14 of which are resolved and 2 are uresolved. This total
also excludes 1 USAGM report with 6 recommendations all of which are resolved.

Closed
within
Month

Newly
Issued

Recommendation Status Explained
Unresolved: No agreement between OIG and management on the
recommendation or proposed corrective action (remains open).

Resolved: Agreement on the recommendation and proposed corrective action
(remains open) but implementation has not been completed.

Closed: Agreed upon corrective action is complete.

Action Office: The organization to which a recommendation has been
assigned for action.

Searching Explained

The recommendations are sorted alphabetically by
action office, then by the date the report
containing the recommendations was issued.

Use Ctrl+F within your internet browser to search
for keywords within this PDF document.

Example searches:

* To find recommendations related to a particular
bureau or office, type the name of that bureau
or office. For example, "Office of the Deputy
Secretary” or “Bureau of Diplomatic Security.”
View the Department of State Organizational
Chart for more information on Department
bureaus and offices.

* To find recommendations related to a particular
embassy, type “"Embassy” and the city in which
the embassy is located. For example, “"Embassy
Berlin” or “Embassy Kabul.”

* To find recommendations with a specific word
or phrase, type the keyword. For example,
“information technology” or “contracts.”

Additional Information

* This report includes only unclassified information
entered into our MIS system as of the last
business day of the previous month. For
example, the November report will include
information in our system as of 4 P.M. on the
last business day of October.

* Action office have up to 30 days after a report is
issued to respond to newly issued
recommendations.

* Questions? Contact the OIG Office of
Congressional and Public Affairs.
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Bureau of Administration

AUD-FM-16-47

Audit of Department of State Strategic Sourcing Efforts

9/7/2016

10

OIG recommends that the Bureau of Administration, in
coordination with the Strategic Sourcing Council
(Recommendation 1), develop and implement a process to track
bureau and office compliance with Department requirements to
use strategic sourcing initiatives.

Closed -
Implemented

10/26/2018

Bureau of Democracy, Human
Rights, and Labor

ISP-1-18-04

Inspection of Embassy Beijing and Constituent Posts, China

12/11/2017

The Bureau of Democracy, Human Rights and Labor, in
coordination with the Bureau of Consular Affairs, should
implement a plan to eliminate the backlog of advisory opinion
requests for visa applicants who are potentially ineligible under 8
U.S.C. 1182e. (Action: DRL, in coordination with CA)

Closed -
Implemented

10/30/2018

Bureau of Diplomatic Security

AUD-IT-17-56

Management Assistance Report: The Process to Authorize and
Track Information Technology Systems Needs Improvement

8/29/2017

OIG recommends that the Bureau of Diplomatic Security, in
coordination with the Bureau of Information Resource
Management, fully comply with Department policy by completing
the Systems Authorization Process with an authorization
memorandum for the Classified Investigative Management
System.

Closed -
Implemented

10/16/2018

Bureau of Educational and
Cultural Affairs

AUD-CGI-18-15

Audit of the Administration of Selected Cooperative Agreements
Awarded to the Institute of International Education by the Bureau
of Educational and Cultural Affairs

2/9/2018

OIG recommends that the Bureau of Educational and Cultural
Affairs verify that the performance standards for all designated
Grants Officer Representatives contain appropriate work
commitments and performance metrics to enhance transparency,
managerial responsibility, and proper oversight of cooperative
agreements, as outlined in Department Notice Number 2016-12-
142, dated December 28, 2016. Performance standards of any
designated Grants Officer Representatives that do not contain the
appropriate work commitments should be revised accordingly.

Closed -
Implemented

10/30/2018

Bureau of Educational and
Cultural Affairs

AUD-CGI-18-15

Audit of the Administration of Selected Cooperative Agreements
Awarded to the Institute of International Education by the Bureau
of Educational and Cultural Affairs

2/9/2018

OIG recommends that the Bureau of Educational and Cultural
Affairs (a) determine whether the unsupported cost-sharing
contributions of $993,554 for cooperative agreement S-ECAGD-14-
CA-1032 (October 1, 2013, through September 30, 2016) are
supported and (b) reduce, for any cost-sharing contribution
determined to be unsupported, the Department of State’s funding
for the cooperative agreement accordingly, as stipulated in the
agreement.

Closed -
Implemented

10/30/2018
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OIG recommends that the Bureau of Educational and Cultural
Affairs (a) determine whether the unsupported cost-sharing
contributions of $1,024,262 for cooperative agreement S-ECAGD-
) Audit of the Administration of Selected Cooperative Agreements
Bureau of Educational and 15-CA-1016 (December 11, 2014, through September 30, 2016 Closed -
6 , AUD-CGI-18-15 Awarded to the Institute of International Education by the Bureau 2/9/2018 7 ( g P - L ) 10/30/2018
Cultural Affairs ) . are supported and (b) reduce, for any cost-sharing contribution Implemented
of Educational and Cultural Affairs . , .
determined to be unsupported, the Department of State’s funding
for the cooperative agreement accordingly, as stipulated in the
agreement.
OIG recommends that the Bureau of Educational and Cultural
Affai ify that the Institute of Int tional Education’
Bureau of Educational and Audit of the Administration of Selected Cooperative Agreements acci:[15r1¥i(:1rl Z sth i:azz quatee(;orntrfa::rl](?nlogsd suucaolr('zirr:S Closed
7 ’ AUD-CGI-18-15 | Awarded to the Institute of International Education by the Bureau |  2/9/2018 9 &5y equate for tracking pporting 10/30/2018
Cultural Affairs ) . expenses and cost-sharing contributions, is capable of providing Implemented
of Educational and Cultural Affairs . . . .
an audit trail in accordance with Federal regulations, and takes
necessary action to remedy any deficiencies found.
OIG recommends that the Bureau of Educational and Cultural
. Audit of the Administration of Selected Cooperative Agreements Affairs (a) determine whether the questioned costs of $1,000,000
Bureau of Educational and . ) ) ) Closed -
8 Cultural Affairs AUD-CGI-18-15 Awarded to the Institute of International Education by the Bureau 2/9/2018 10 for unsupported contractual expenses for cooperative agreement Implemented 10/30/2018
of Educational and Cultural Affairs S-ECAGD-14-CA-1017 are supported and allowable and (b) recover P
any costs determined to be unsupported or unallowable.
OIG recommends that the Bureau of Educational and Cultural
Affairs (a) determine whether the identified questioned costs of
Bureau of Educational and Audit of the Administration of Selected Cooperative Agreements S1 572(7;5 for unsupported contractual ex| :nses salar Closed -
9 i AUD-CGI-18-15 Awarded to the Institute of International Education by the Bureau 2/9/2018 11 T PP p ’ y 10/30/2018
Cultural Affairs of Educational and Cultural Affairs expenses, and travel expenses for cooperative agreement S- Implemented
ECAGD-15-CA-1015 are supported and allowable and (b) recover
any costs determined to be unsupported or unallowable.
OIG recommends that the Bureau of Educational and Cultural
Affai determi hether the identified tioned costs of
Bureau of Educational and Audit of the Administration of Selected Cooperative Agreements $8;;r;(()32)foi jrrmr:umeg:teed cirntraecltuear; elxleencll:sesslzz)lra]:e :;Se;;)es Closed
10 : AUD-CGI-18-15 | Awarded to the Institute of International Education by the Bureau |  2/9/2018 12 ' PP ' penses, safary expenses, 10/30/2018
Cultural Affairs ) . and travel expenses for cooperative agreement S-ECAGD-16-CA- Implemented
of Educational and Cultural Affairs
1004 are supported and allowable and (b) recover any costs
determined to be unsupported or unallowable.
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Page 2 of 11



UNCLASSIFIED
U.S. Department of State - Office of Inspector General
Recommendations Closed in October 2018
Unclassified

Use CTRL+F to Enter Search Terms

# ACTION OFFICE REPORT NUMBER REPORT TITLE ISSUE DATE | REC NUMBER RECOMMENDATION REC STATUS REC CLOSE DATE
OIG recommends that the Bureau of Educational and Cultural
. . . . Affairs (a) determine whether the identified questioned costs of
Bureau of Educational and Audit of the Administration of Selected Cooperative Agreements $29,394 for unsupported contractual expenses, salary expenses Closed
11 : AUD-CGI-18-15 | Awarded to the Institute of International Education by the Bureau |  2/9/2018 13 ' PP : Penses, salary expenses, 10/30/2018
Cultural Affairs . . and travel expenses for cooperative agreement S-ECAGD-14-CA- Implemented
of Educational and Cultural Affairs
1032 are supported and allowable and (b) recover any costs
determined to be unsupported or unallowable.
OIG recommends that the Bureau of Educational and Cultural
Affairs (a) determine whether the identified questioned costs of
. Audit of the Administration of Selected Cooperative Agreements (a) q
Bureau of Educational and . . . $1,957 for unsupported contractual expenses, salary expenses, Closed -
12 . AUD-CGI-18-15 Awarded to the Institute of International Education by the Bureau 2/9/2018 14 . 10/30/2018
Cultural Affairs . X and travel expenses for cooperative agreement S-ECAGD-15-CA- Implemented
of Educational and Cultural Affairs
1016 are supported and allowable and (b) recover any costs
determined to be unsupported or unallowable.
OIG recommends that the Bureau of Educational and Cultural
Affairs (a) determine whether the identified questioned costs of
Bureau of Educational and Audit of the Administration of Selected Cooperative Agreements $34 49:3 f)or unsupported contractual ex| ens?es salary expenses Closed -
13 i AUD-CGI-18-15 Awarded to the Institute of International Education by the Bureau 2/9/2018 15 ! PP R P ’ v exp ! 10/30/2018
Cultural Affairs . . and travel expenses for cooperative agreement S-ECAGD-16-CA- Implemented
of Educational and Cultural Affairs
1003 are supported and allowable and (b) recover any costs
determined to be unsupported or unallowable.
OIG recommends that the Bureau of Educational and Cultural
Affai determi hether the identified tioned costs of
Bureau of Educational and Audit of the Administration of Selected Cooperative Agreements S2 a(‘JIZESS (fa:))r uen::mlz‘:t:vd ion(:rractigl Z: It;:se(:u:aslalcrmzx c:;sZso Closed
14 ’ AUD-CGI-18-15 | Awarded to the Institute of International Education by the Bureau |  2/9/2018 16 ' PP 1l EXPENSEs, satary eXpenses, 10/30/2018
Cultural Affairs . ) and travel expenses for cooperative agreement S-ECAGD-14—CA- Implemented
of Educational and Cultural Affairs
1037 are supported and allowable and (b) recover any costs
determined to be unsupported or unallowable.
OIG recommends that the Bureau of Educational and Cultural
. . . X Affairs (a) determine whether the identified questioned costs of
Bureau of Educational and Audit of the Administration of Selected Cooperative Agreements $3,045 for unsupported contractual expenses, salary expenses Closed
15 : AUD-CGI-18-15 | Awarded to the Institute of International Education by the Bureau |  2/9/2018 17 ’ PP Ual expenses, salary expenses, 10/30/2018
Cultural Affairs . . and travel expenses for cooperative agreement S-ECAGD-16-CA- Implemented
of Educational and Cultural Affairs
1014 are supported and allowable and (b) recover any costs
determined to be unsupported or unallowable.
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16

Bureau of Educational and
Cultural Affairs

AUD-CGI-18-15

Audit of the Administration of Selected Cooperative Agreements
Awarded to the Institute of International Education by the Bureau
of Educational and Cultural Affairs

2/9/2018

18

OIG recommends that the Bureau of Educational and Cultural
Affairs (a) determine whether the identified questioned costs of
$1,145 for unsupported contractual expenses, salary expenses,
and travel expenses for cooperative agreement S-ECAGD-14-CA-
1021 are supported and allowable and (b) recover any costs
determined to be unsupported or unallowable.

Closed -
Implemented

10/30/2018

17

Bureau of Educational and
Cultural Affairs

AUD-CGI-18-15

Audit of the Administration of Selected Cooperative Agreements
Awarded to the Institute of International Education by the Bureau
of Educational and Cultural Affairs

2/9/2018

19

OIG recommends that the Bureau of Educational and Cultural
Affairs (a) determine whether the identified questioned costs of
$43,000 for unsupported contractual expenses, salary expenses,
and travel expenses for cooperative agreement S-ECAGD-15-CA-
1011 are supported and (b) recover any costs determined to be
unsupported.

Closed -
Implemented

10/30/2018

18

Bureau of Educational and
Cultural Affairs

AUD-CGI-18-15

Audit of the Administration of Selected Cooperative Agreements
Awarded to the Institute of International Education by the Bureau
of Educational and Cultural Affairs

2/9/2018

20

OIG recommends that the Bureau of Educational and Cultural
Affairs (a) determine whether the identified questioned costs of
$986 for unsupported contractual expenses, salary expenses, and
travel expenses for cooperative agreement S-ECAGD-16-CA-1006
are supported and allowable and (b) recover any costs determined
to be unsupported or unallowable.

Closed -
Implemented

10/30/2018

19

Bureau of Information
Resource Management

AUD-IT-17-61

Audit of the Department of State’s Efforts to Detect and Address
the Use of Unapproved Portable Devices

9/14/2017

OIG recommends that the Bureau of Information Resource
Management develop and implement formal, standardized
procedures for regularly performing an analysis of the Symantec
Endpoint Protection Application and Device Control reports. At a
minimum, the procedures should provide guidance for analysts on
how to review the Symantec reports, how to identify high risk
exceptions for follow-up, what actions should be taken during
follow-up, and how to document the follow-up and the
remediation taken.

Closed -
Implemented

10/24/2018

UNCLASSIFIED
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20

Bureau of Information
Resource Management

AUD-IT-17-61

Audit of the Department of State’s Efforts to Detect and Address
the Use of Unapproved Portable Devices

9/14/2017

OIG recommends that the Bureau of Information Resource
Management, in coordination with the Bureau of Diplomatic
Security, develop and implement formal procedures to identify
and remediate cybersecurity policy violations created when
employees connect unapproved portable devices to OpenNet. The
formal procedures should include a description of each bureau’s
roles and responsibilities in the process.

Closed -
Implemented

10/24/2018

21

Bureau of International
Narcotics and Law
Enforcement Affairs

AUD-MERO-18-30

Audit of the Bureau of International Narcotics and Law
Enforcement Affairs Invoice Review Process for Contracts in
Afghanistan

2/9/2018

OIG recommends that the Bureau of International Narcotics and
Law Enforcement Affairs incorporate, in the Kabul-specific
Standard Operating Procedures it is developing, control steps (a)
for the Contracting Officer’s Representatives to maintain quality
assurance records in accordance with Department requirements
and (b) verify that Contracting Officer’s Representatives follow
INL’s Standard Operating Policy/Procedures for Contracting
Officer’s Representative Working File Maintenance.

Closed -
Implemented

10/31/2018

22

Bureau of Medical Services

AUD-CGI-16-40

Audit of the Aeromedical Biological Containment Evacuation
Contracts Within the Bureau of Medical Services

8/4/2016

OIG recommends the Bureau of Medical Services develop and
implement procedures for processing invoices, billing, and
collecting reimbursements for non-Department of State medical
evacuations.

Closed -
Implemented

10/16/2018

23

Bureau of Near Eastern Affairs

ISP-1-17-22

Inspection of the Bureau of Near Eastern Affairs

5/23/2017

The Bureau of Near Eastern Affairs should institute formal
processes to measure performance against strategic goals in
accordance with Department standards. (Action: NEA)

Closed -
Implemented

10/3/2018

24

Bureau of Near Eastern Affairs

AUD-MERO-18-38

Audit of Food Safety Controls Under Baghdad Life Support
Services Task Order SAQMMA14F0721

5/3/2018

OIG recommends that the Bureau of Near Eastern Affairs, in
accordance with the Baghdad Life Support Services contract
SAQMMA13D0120, food services task order SAQMMA14F0721,
require PAE Government Services, Inc. and Taylors International
Services, Inc. to develop and implement a Hazard Assessment and
Critical Control Point plan for each Department site in Iraq.

Closed -
Implemented

10/18/2018

UNCLASSIFIED
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25

Bureau of Near Eastern Affairs

AUD-MERO-18-38

Audit of Food Safety Controls Under Baghdad Life Support
Services Task Order SAQMMA14F0721

5/3/2018

OIG recommends that the Bureau of Near Eastern Affairs develop
a process to verify that monthly Contracting Officer’s
Representative file inspections are completed as required and to
report instances of Contracting Officer’s Representative non-
compliance to the appropriate supervisor, in accordance with its
“Contract and COR File Maintenance” standard operating
procedures.

Closed -
Implemented

10/18/2018

26

Bureau of Near Eastern Affairs

AUD-MERO-18-38

Audit of Food Safety Controls Under Baghdad Life Support
Services Task Order SAQMMA14F0721

5/3/2018

OIG recommends that the Bureau of Near Eastern Affairs, in
coordination with the Bureau of Administration, Office of Logistics
Management, Office of Acquisitions Management, develop and
implement controls to ensure that Contracting Officer’s
Representatives enter timely contractor past performance
evaluation report narratives into the Contractor Performance
Assessment Reporting System so the Contracting Officer can
review, sign, and process the contractor performance assessment
reports no later than 120 days after the end of the evaluation
period.

Closed -
Implemented

10/18/2018

27

Bureau of Population,
Refugees, and Migration

AUD-MERO-18-48

Audit of Humanitarian Assistance to South Sudan

7/5/2018

OIG recommends that the Bureau of Population, Refugees, and
Migration develop and implement procedures for Grants Officers
and Grants Officer Representatives to verify that award recipients
comply with approved budget plans and obtain permission to
deviate from approved budget plans.

Closed -
Implemented

10/11/2018

28

Bureau of South and Central
Asian Affairs

AUD-MERO-18-35

Audit of Costs Invoiced Under the Afghanistan Life Support
Services Contracts

4/13/2018

OIG recommends that the Bureau of South and Central Asian
Affairs develop and implement a quality assurance process to
track invoice review results and periodically test invoice reviews
for accuracy to further ensure the effectiveness of its invoice
review process.

Closed -
Implemented

10/18/2018

29

Embassy Dublin

ISP-1-18-24

Inspection of Embassy Dublin, Ireland

6/1/2018

Embassy Dublin should administer its fuel card program in
accordance with Department requirements. (Action: Embassy
Dublin)

Closed -
Implemented

10/29/2018

30

Embassy Dublin

ISP-1-18-24

Inspection of Embassy Dublin, Ireland

6/1/2018

Embassy Dublin should require that the chief of mission
chauffeurs comply with applicable Department motor vehicle
safety requirements. (Action: Embassy Dublin)

Closed -
Implemented

10/29/2018

UNCLASSIFIED
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Embassy Dublin should document all nonexpendable property Closed -
31 Embassy Dublin ISP-1-18-24 Inspection of Embassy Dublin, Ireland 6/1/2018 4 transfers in accordance with Department standards. (Action: Implemented 10/29/2018
Embassy Dublin)

Embassy Dublin should require authorizing officials to approve Closed
32 Embassy Dublin ISP-1-18-24 Inspection of Embassy Dublin, Ireland 6/1/2018 5 employee overtime requests in advance, in accordance with 10/29/2018

Impl ted
Department guidance. (Action: Embassy Dublin) mplemente
Emb Dublin should implement onthly testi ro for Closed -
33 Embassy Dublin ISP-1-18-24 Inspection of Embassy Dublin, Ireland 6/1/2018 8 Crmiassy BUblin should fmpiement a monthly testing program 1o € 10/29/2018
its diesel generators. (Action: Embassy Dublin) Implemented
Embassy Dublin should implement a plan to conduct initial and
| refresher infi tion technol ti training f Closed -
34 Embassy Dublin ISP-1-18-24 Inspection of Embassy Dublin, Ireland 6/1/2018 10 annualretresher information technology contingency training for ose 10/29/2018
employees with information technology contingency planning Implemented
responsibilities. (Action: Embassy Dublin)
Embassy Georgetown should implement a process for preparing Closed

35 Embassy Georgetown ISP-1-18-19 Inspection of Embassy Georgetown, Guyana 5/16/2018 1 the annual Statement of Assurance that complies with Imolemented 10/29/2018
Department guidance. (Action: Embassy Georgetown) P

Embassy Georgetown should report public diplomacy program Closed
36 Embassy Georgetown ISP-1-18-19 Inspection of Embassy Georgetown, Guyana 5/16/2018 4 activity through the Public Diplomacy Mission Activity Tracker. 10/29/2018

(Action: Embassy Georgetown) Implemented
Embassy Georgetown should manage and document grants, in Closed -
37 Embassy Georgetown ISP-1-18-19 Inspection of Embassy Georgetown, Guyana 5/16/2018 5 accordance with Department standards. (Action: Embassy Implemented 10/29/2018
Georgetown)
Embassy Georgetown should implement a consular crisis Closed -
38 Embassy Georgetown ISP-1-18-19 Inspection of Embassy Georgetown, Guyana 5/16/2018 7 preparedness program that complies with Department standards. 10/29/2018

Implemented
(Action: Embassy Georgetown) P

Embassy Georgetown should implement an annual acquisition Closed -

39 Embassy Georgetown ISP-1-18-19 Inspection of Embassy Georgetown, Guyana 5/16/2018 9 ) y & ) P q 10/29/2018
planning process. (Action: Embassy Georgetown) Implemented
Embassy Georgetown should clear the outstanding balance on its Closed -

40 Embassy Georgetown ISP-1-18-19 Inspection of Embassy Georgetown, Guyana 5/16/2018 14 Y & . W Y ! "8 ! 10/29/2018
travel card. (Action: Embassy Georgetown) Implemented
Embassy Georgetown should require that Information Systems
S ity Offi f infi ti t ity duties, i Closed -

41 Embassy Georgetown ISP-1-18-19 Inspection of Embassy Georgetown, Guyana 5/16/2018 24 ecurty |ce'rs pertorm in orm.a 'on sys erT15 security duties, In 0s¢ 10/29/2018
accordance with Department guidance. (Action: Embassy Implemented
Georgetown)

UNCLASSIFIED
Page 7 of 11



UNCLASSIFIED
U.S. Department of State - Office of Inspector General
Recommendations Closed in October 2018
Unclassified

Use CTRL+F to Enter Search Terms

# ACTION OFFICE REPORT NUMBER REPORT TITLE ISSUE DATE | REC NUMBER RECOMMENDATION REC STATUS REC CLOSE DATE

Embassy Georgetown should update and test the information Closed -
42 Embassy Georgetown ISP-1-18-19 Inspection of Embassy Georgetown, Guyana 5/16/2018 25 technology contingency plans, in accordance with Department Implemented 10/29/2018
guidance. (Action: Embassy Georgetown) P

Embassy Georgetown should implement a plan for conducting
initial and annual refresher information technology contingenc Closed -
43 Embassy Georgetown ISP-1-18-19 Inspection of Embassy Georgetown, Guyana 5/16/2018 26 o _ . &Y . gency 10/29/2018

training for employees with information technology contingency Implemented

planning responsibilities. (Action: Embassy Georgetown)

Embassy Georgetown should implement standard operating
rocedures for recording and tracking help desk requests for the Closed -
44 Embassy Georgetown ISP-1-18-19 Inspection of Embassy Georgetown, Guyana 5/16/2018 29 procedur cing an g help d 10/29/2018
unclassified and dedicated internet networks. (Action: Embassy Implemented

Georgetown)

Embassy Guatemala City should document Contracting Officer’s Closed
45 Embassy Guatemala City ISP-1-18-16 Inspection of Embassy Guatemala City, Guatemala 5/16/2018 3 Representative and payment files in accordance with Department 10/31/2018

Implemented
standards. (Action: Embassy Guatemala City) P
Embassy Guatemala City should complete an annual end-use
monitoring plan that includes procedures for monitoring defense Closed -
46 Embassy Guatemala City ISP-1-18-16 Inspection of Embassy Guatemala City, Guatemala 5/16/2018 4 . ep . X P X . J 10/31/2018
articles and ensuring separation of duties. (Action: Embassy Implemented
Guatemala City)
Embassy Guatemala City should institute internal controls
) . ) consistent with Department standards for personal property Closed -
47 Embassy Guatemala City ISP-1-18-16 Inspection of Embassy Guatemala City, Guatemala 5/16/2018 5 ) ) 10/31/2018
procured by the International Narcotics and Law Enforcement Implemented
Affairs Section. (Action: Embassy Guatemala City)
Embassy Guatemala City should follow Federal Assistance
Directive requirements with respect to monitoring and risk Closed -
48 Embassy Guatemala City ISP-1-18-16 Inspection of Embassy Guatemala City, Guatemala 5/16/2018 6 q. ) ; ) P ) & ) 10/31/2018
assessments in its Public Affairs Section grants. (Action: Embassy Implemented

Guatemala City)

Embassy Guatemala City should comply with Department Closed -

49 Embassy Guatemala City ISP-1-18-16 Inspection of Embassy Guatemala City, Guatemala 5/16/2018 7 standards for management of the American Space. (Action: Implemented 10/31/2018

Embassy Guatemala City)

Embassy Guatemala City should complete a comprehensive

50 Embassy Guatemala City ISP-1-18-16 Inspection of Embassy Guatemala City, Guatemala 5/16/2018 8 assessr’fu.ent of its warden system and |mprove the 'organlzatlon Closed - 10/31/2018
and efficiency of warden program operations. (Action: Embassy Implemented

Guatemala City)

UNCLASSIFIED
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Embassy Guatemala City should submit its overdue allowance Closed -
51 Embassy Guatemala City ISP-1-18-16 Inspection of Embassy Guatemala City, Guatemala 5/16/2018 10 reports to the Bureau of Administration. (Action: Embassy Implemented 10/31/2018
Guatemala City)

Embassy Monrovia should comply with Department standards for Closed -

10/30/2018
consular crisis preparedness. (Action: Embassy Monrovia) Implemented /30/

52 Embassy Monrovia ISP-1-17-12 Inspection of Embassy Monrovia, Liberia 5/24/2017 3

Embassy Monrovia should clear outstanding travel advances of Closed -
53 Embassy Monrovia ISP-1-17-12 Inspection of Embassy Monrovia, Liberia 5/24/2017 7 $54,403 in accordance with Department guidelines. (Action: Implemented 10/30/2018
Embassy Monrovia)

Embassy Monrovia should conduct an annual property utilization Closed -
54 Embassy Monrovia ISP-1-17-12 Inspection of Embassy Monrovia, Liberia 5/24/2017 14 survey in accordance with Department standards. (Action: Implemented 10/30/2018
Embassy Monrovia)

Embassy Monrovia should request a comprehensive legal review
and opinion from the Office of the Legal Adviser about whether a

Closed -
55 Embassy Monrovia ISP-1-17-12 Inspection of Embassy Monrovia, Liberia 5/24/2017 17 building on the embassy compound can be used to operate a Im |:rsneented 10/30/2018
medical clinic for locally employed staff (Action: Embassy P
Monrovia)

Embassy San Jose, in coordination with the Bureau of
International Narcotics and Law Enforcement Affairs, should
implement a plan to mitigate risks to bureau funded projects in Closed -

56 Embassy San Jose ISP-1-18-13 Inspection of Embassy San Jose, Costa Rica 4/26/2018 1 L . L 10/31/2018
the event it is unable to secure approval to hire maritime and Implemented
aviation advisors. (Action: Embassy San Jose, in coordination with
INL)
Embassy San Jose should comply with Department standards for Closed -
57 Embassy San Jose ISP-1-18-13 Inspection of Embassy San Jose, Costa Rica 4/26/2018 4 L Y ) Pl P 10/31/2018
crisis preparedness. (Action: Embassy San Jose) Implemented
Embassy San Jose should reconfigure its Consular Section space so
isually ob: tivities in all adjudicati i Closed -
58 Embassy San Jose ISP-1-18-13 Inspection of Embassy San Jose, Costa Rica 4/26/2018 5 managers can.wsua y observe activitiesin a .a judicating areas in ose 10/31/2018
accordance with Department standards. (Action: Embassy San Implemented
Jose)
Embassy San Jose should implement an annual acquisition plan. Closed -
59 Embassy San Jose ISP-1-18-13 Inspection of Embassy San Jose, Costa Rica 4/26/2018 9 assy uicimp uatacquisition p 10/31/2018
(Action: Embassy San Jose) Implemented
Embassy San Jose should implement a system to store, issue, and Closed -
60 Embassy San Jose ISP-1-18-13 Inspection of Embassy San Jose, Costa Rica 4/26/2018 13 return keys for official vehicles in accordance with Department 10/31/2018

Implemented

standards. (Action: Embassy San Jose)
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Embassy San Jose should inform all employees and family

61 Embassy San Jose ISP-1-18-13 Inspection of Embassy San Jose, Costa Rica 4/26/2018 21 members a55|gne.d to housmg with .commumty pools abom’Jt the Closed - 10/31/2018
hazards and provide them with copies of the Department’s Implemented
swimming pool safety standards (Action: Embassy San Jose)
Embassy San Jose, in coordination with the Bureau of Overseas
Building Operations, should install a fire alarm system in the Closed -

62 Embassy San Jose ISP-1-18-13 Inspection of Embassy San Jose, Costa Rica 4/26/2018 22 current Marine Security Guard Residence that meets Department Implemented 10/31/2018
fire safety standards. (Embassy San Jose, in coordination with
0OBO)

Embassy San Jose should notify the Bureau of Overseas Buildings
Operations of its justification to lease high-rise apartments that do Closed
63 Embassy San Jose ISP-1-18-13 Inspection of Embassy San Jose, Costa Rica 4/26/2018 23 not meet Department fire standards and brief embassy occupants 10/31/2018

Implemented
regarding fire evacuation risks (Action: Embassy San Jose, in P
coordination with OBO)
Embassy San Jose should implement knowledge management
rocedures for capturing, sharing, transferring, and retainin Closed -
64 Embassy San Jose ISP-1-18-13 Inspection of Embassy San Jose, Costa Rica 4/26/2018 26 P , pturing, sharing, ! & & 10/31/2018
information related to its information management programs. Implemented
(Action: Embassy San Jose)
Embassy San Jose should test the information technology
ti lans f lassified and classified networks i Closed -
65 Embassy San Jose ISP-1-18-13 Inspection of Embassy San Jose, Costa Rica 4/26/2018 27 contingency plans Tor unclassitied and classified nEtWOrKs in ose 10/31/2018
accordance with Department guidance. (Action: Embassy San Implemented
Jose)
Embassy San Jose should implement a plan for conducting initial
d | refresher infi tion technol ti traini Closed -
66 Embassy San Jose ISP-1-18-13 Inspection of Embassy San Jose, Costa Rica 4/26/2018 28 andannuaire re,s e.r n orme.z lon technology cor.m ingency raermg ose 10/31/2018
for employees with information technology contingency planning Implemented
responsibilities. (Action: Embassy San Jose)
) The Foreign Service Institute should develop and include training
Management Assistance Report: Department Can Take Steps Closed -

67 Foreign Service Institute ISP-17-38 7/26/2017 2 on management control responsibilities in its classes for Chief of 10/30/2018

Toward More Effective Executive Direction of Overseas Missions Implemented

Mission candidates and Deputy Chief of Missions. (Action: FSI)
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68

Office of Acquisitions
Management

AUD-MERO-18-31

Management Assistance Report: Cost Controls for Food Services
Supporting Department of State Operations in Iraq Require
Attention

3/5/2018

14

OIG recommends that the Bureau of Administration, Office of
Logistics Management, Office of Acquisitions Management inform
all Contracting Officer’s Representatives, Alternate Contracting
Officer’s Representatives, Bureau of Near Eastern Affairs officials,
and Mission Irag management officials involved with the Baghdad
Life Support Services contract SAQMMA13D0120 food services
task order SAQMMA14F0721 that they are not authorized to
negotiate with or otherwise deal with the contractors on
contracting actions, and that the Contracting Officer is the
authorized agent with sole authority to negotiate, award,
administer, modify, or terminate contracts on behalf of the
Department.

Closed -
Implemented

10/24/2018

69

Office of Acquisitions
Management

AUD-MERO-18-46

Audit of the Bureau of Overseas Buildings Operations Process for
Reviewing Invoices for the Construction of the U.S. Embassy in
Islamabad, Pakistan

6/20/2018

OIG recommends that the Bureau of Administration, Office of
Logistics Management, Office of Acquisitions Management
(A/LM/AQM) require BL Harbert to include the contractor
certification statement required by Federal Acquisition Regulation
52.232-5, “Payments Under Fixed-Price Construction Contracts,”
when submitting invoices for payment.

Closed -
Implemented

10/15/2018
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