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Recommendation Status

As of November 30, 2018, the OIG Management Information System (MIS)
reported the following recommendation counts:
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Closed
within
Month

Sensitive
Unclassified and Classified Total

n 52***

*this total includes the following recommendations associated with the IBWC: Open Sensitive: +7.
**this total includes the following recommendations associated with the IBWC: Closed Sensitive: +1.
***this total excludes 1 DOS reports with 13 recommendations, 12 of which are resolved and 1 is closed.

Newly
Issued

Recommendation Status Explained
Unresolved: No agreement between OIG and management on the
recommendation or proposed corrective action (remains open).

Resolved: Agreement on the recommendation and proposed corrective action
(remains open) but implementation has not been completed.

Closed: Agreed upon corrective action is complete.

Action Office: The organization to which a recommendation has been
assigned for action.

Searching Explained

The recommendations are sorted alphabetically by
action office, then by the date the report
containing the recommendations was issued.

Use Ctrl+F within your internet browser to search
for keywords within this PDF document.

Example searches:

To find recommendations related to a particular
bureau or office, type the name of that bureau
or office. For example, “Office of the Deputy
Secretary” or "Bureau of Diplomatic Security.”
View the Department of State Organizational
Chart for more information on Department
bureaus and offices.

To find recommendations related to a particular
embassy, type "Embassy” and the city in which
the embassy is located. For example, "Embassy
Berlin” or "Embassy Kabul.”

To find recommendations with a specific word
or phrase, type the keyword. For example,
“information technology” or “contracts.”

Additional Information

This report includes only unclassified information
entered into our MIS system as of the last
business day of the previous month. For
example, the November report will include
information in our system as of 4 P.M. on the
last business day of October.

Action office have up to 30 days after a report is
issued to respond to newly issued
recommendations.

Questions? Contact the OIG Office of
Congressional and Public Affairs.



https://www.state.gov/documents/organization/263637.pdf
https://www.stateoig.gov/cpa
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# ACTION OFFICE REPORT NUMBER REPORT TITLE ISSUE DATE | REC NUMBER RECOMMENDATION REC STATUS REC CLOSE DATE

OIG recommends that the Bureau of Administration develop and
Audit of Select Cost-of-Living Allowances for American Employees implement standard operating procedures to maintain and update Closed -
1 Bureau of Administration AUD-FM-17-51 & ploy 8/31/2017 9 P perating p P

Stationed in Foreign Areas an independent list of the conclusions related to the adequacy of Implemented
Department of State-assisted schools.

11/9/2018

OIG recommends that the Bureau of Administration review and

Audit of Select Cost-of-Living Allowances for American Employees update voluntary and involuntary separate maintenance Closed

2 Bureau of Administration AUD-FM-17-51 . ] . g ploy 8/31/2017 10 allowance rates in accordance with its internal standard operating 11/9/2018

Stationed in Foreign Areas ) Implemented
procedures and update the rates in the Department of State

Standardized Regulations accordingly.

OIG recommends that the Bureau of Administration, in

coordination with the Bureau of the Comptroller and Global
Financial Services, determine and report to OIG the amount saved

. X Audit of Select Cost-of-Living Allowances for American Employees . K P Closed -

3 Bureau of Administration AUD-FM-17-51 ) ) _ 8/31/2017 13 for the first pay period after the recalculated separate 11/9/2018

Stationed in Foreign Areas . . . . Implemented
maintenance allowance rates is applied [Recommendation 10],

which OIG estimated would have been $1.7 million from FY 2013

through FY2015.

The Bureau of Administration, in coordination with the Bureau of
Information Resource Management, should review contracting Closed

4/24/2018 4 activities in the Office of Governance, Resource, and Performance 11/8/2018
Implemented

Inspection of the Bureau of Information Resource Management'’s

4 Bureau of Administration ISP-1-18-15 |
Office of Governance, Resource, and Performance Management

Management, and bring them into compliance with Department
standards. (Action: A, in coordination with IRM)

The Bureau of Administration, in coordination with the Bureau of
Information Resources Management, should assign additional
Contracting Officer’s Representatives and Government Technical Closed -
4/24/2018 5 Monitors to oversee the contracts managed in Office of Implemented 11/8/2018
Governance, Resource, and Performance Management and

transfer relevant contract files to those individuals. (Action: A, in
coordination with IRM)

Inspection of the Bureau of Information Resource Management’s

5 Bureau of Administration ISP-1-18-15
Office of Governance, Resource, and Performance Management
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The Bureau of African Affairs, in coordination with Embassy Addis
Ababa, should send an experienced senior management officer to Closed -
6 Bureau of African Affairs ISP-1-18-18 Inspection of Embassy Addis Ababa, Ethiopia 5/25/2018 10 Embassy Addis Ababa to establish an internal control system that Acceptable 11/29/2018
complies with Department standards. (Action: AF, in coordination Alternative
with Embassy Addis Ababa)
The Bureau of Consular Affairs should require the Office of Fraud
Inspection of the Bureau of Consular Affairs’ Office of Fraud Closed -
7 Bureau of Consular Affairs ISP-1-18-42 P ) 8/24/2018 2 Prevention Programs to implement a centralized repository to 11/8/2018
Prevention Programs . o ) Implemented
record all training activities. (Action: CA)
The Bureau of Consular Affairs should implement a records
Inspection of the Bureau of Consular Affairs’ Office of Fraud Closed -
8 Bureau of Consular Affairs ISP-1-18-42 P X 8/24/2018 7 management program for the Office of Fraud Prevention 11/8/2018
Prevention Programs . . ) Implemented
Programs that complies with Department standards. (Action: CA)
The Bureau of Diplomatic Security should seek reimbursement for
Evaluation of the Department of State’s Security Clearance funds it expended for work performed for other Government Closed - Not
9 Bureau of Diplomatic Security ESP-17-02 P ¥ 7/19/2017 6 . P P . ) 11/8/2018
Process agencies from 2009 through 2016, in accordance with the Implemented
Economy Act and Department policy.
The Bureau of Information Resource Management should require
Bureau of Information Inspection of the Bureau of Information Resource Management’s the Office of Governance, Resource, and Performance Closed
10 ISP-1-18-15 p g 4/24/2018 3 Management to review its internal control structure and develop 11/8/2018
Resource Management Office of Governance, Resource, and Performance Management K . R L Implemented
corrective action plans or implement mitigation measures for any
deficiencies. (Action: IRM)
The Bureau of Information Resource Management should require
Bureau of Information Inspection of the Bureau of Information Resource Management’s the Office of Governance, Resource, and Performance Closed -
11 ISP-1-18-15 p & 4/24/2018 7 s . . . 11/8/2018
Resource Management Office of Governance, Resource, and Performance Management Management to maintain Contracting Officer’s Representative Implemented
files in compliance with Department standards. (Action: IRM)
Consulate General Hong Kong should require all drivers to be
. . trained and medically cleared in accordance with the Closed -
12 Consulate General Hong Kong ISP-1-18-06 Inspection of Consulate General Hong Kong, China 11/30/2017 14 X ) 11/15/2018
Department’s Motor Vehicle Safety Management Program. Implemented
(Action: Consulate General Hong Kong)
Consulate General Hong Kong should limit driver duty hours to 10 Closed -
13 Consulate General Hong Kong ISP-1-18-06 Inspection of Consulate General Hong Kong, China 11/30/2017 15 . g g ¥ 11/15/2018
hours per day. (Action: Consulate General Hong Kong) Implemented
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Embassy Addis Ababa should document Federal assistance awards Closed -

14 Embassy Addis Ababa ISP-1-18-18 Inspection of Embassy Addis Ababa, Ethiopia 5/25/2018 3 in accordance with Department standards. (Action: Embassy Addis Implemented 11/29/2018
Ababa)
Embassy Addis Ababa should implement a comprehensive policy

. . . . outlining the requirements for third-party vehicle liability Closed -

15 Embassy Addis Ababa ISP-1-18-18 Inspection of Embassy Addis Ababa, Ethiopia 5/25/2018 13 . . . . 11/29/2018
insurance, in accordance with Department standards. (Action: Implemented
Embassy Addis Ababa)
Embassy Addis Ababa should update its motor vehicle policy to Closed -

16 Embassy Addis Ababa ISP-1-18-18 Inspection of Embassy Addis Ababa, Ethiopia 5/25/2018 15 comply with Department standards and host country laws. Implemented 11/29/2018
(Action: Embassy Addis Ababa)
Embassy Addis Ababa should prohibit locally employed staff

17 Embassy Addis Ababa ISP-1-18-18 Inspection of Embassy Addis Ababa, Ethiopia 5/25/2018 16 mechanics from servicing personally owned vehicles on U.S. Closed - 11/29/2018
Government property or with U.S. Government equipment. Implemented
(Action: Embassy Addis Ababa)
Embassy Addis Ababa should perform Information System Security Closed -

18 Embassy Addis Ababa ISP-1-18-18 Inspection of Embassy Addis Ababa, Ethiopia 5/25/2018 25 Officer duties in accordance with Department standards. (Action: Acceptable 11/29/2018
Embassy Addis Ababa) Alternative

19 Embassy Copenhagen ISP-1-18-23 Inspection of Embassy Copenhagen, Denmark 4/23/2018 2 Em.bassy Copenhagen Sh_OUId conduct a.n annual utilization survey Closed - 11/8/2018
of its personal property inventory. (Action: Embassy Copenhagen) Implemented
Embassy Copenhagen, in coordination with the Bureau of
European and Eurasian Affairs, Bureau of Administration, and

20 Embassy Copenhagen ISP-1-18-23 Inspection of Embassy Copenhagen, Denmark 4/23/2018 3 Bureau of Overs.eas Bw.ldmgs Oper?thns, ShPUId fieterm‘me the Closed - 11/8/2018
most cost effective option of meeting its residential furniture Implemented
requirements. (Embassy Copenhagen, in coordination with EUR, A,
and OBO)
Embassy Copenhagen should perform Information System Closed -

21 Embassy Copenhagen ISP-1-18-23 Inspection of Embassy Copenhagen, Denmark 4/23/2018 6 Security Officer duties in accordance with Department standards. Implemented 11/8/2018
(Action: Embassy Copenhagen)
Embassy Copenhagen should establish a records management Closed -

22 Embassy Copenhagen ISP-1-18-23 Inspection of Embassy Copenhagen, Denmark 4/23/2018 8 program in accordance with Department guidance. (Action: Implemented 11/8/2018
Embassy Copenhagen)
Embassy Djibouti, in coordination with the Bureau of

. . . . - . Administration, should prepare risk assessments and monitoring Closed -

23 Embassy Djibouti ISP-1-18-14 Inspection of Embassy Djibouti, Djibouti 4/18/2018 4 ) ) ) ) 11/30/2018
plans for all Public Affairs Section grants. (Action: Embassy Implemented
Djibouti, in coordination with A)
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Embassy Riyadh should implement the commitments made in its Closed -
24 Embassy Riyadh ISP-1-18-17 Inspection of Embassy Riyadh and Constituent Posts, Saudi Arabia | 5/11/2018 2 approval for the Department of Energy Office Director position. Imblemented 11/8/2018
(Action: Embassy Riyadh) P
Embassy Riyadh should implement procedures that conform to
D t t standard th fU.S. G t Closed -
25 Embassy Riyadh ISP-1-18-17 Inspection of Embassy Riyadh and Constituent Posts, Saudi Arabia | 5/11/2018 14 epartment standards on the use o overnmen ose 11/8/2018
telecommunications equipment for personal use, and put $40,296| Implemented
to better use. (Action: Embassy Riyadh)
Emb Riyadh should update it b d lat Closed -
26 Embassy Riyadh ISP-1-18-17 Inspection of Embassy Riyadh and Constituent Posts, Saudi Arabia | 5/11/2018 20 mbassy Rivach shou up atefts em as.sy and consuiates ose 11/8/2018
general post reports. (Action: Embassy Riyadh) Implemented
Embassy Riyadh should require supervisors to complete locally
loyed staff perfi luati ti d hold Closed -
27 Embassy Riyadh ISP-1-18-17 Inspection of Embassy Riyadh and Constituent Posts, Saudi Arabia | 5/11/2018 22 employed statl pertormance evaluations on time and ho ose 11/8/2018
supervisors accountable for non-compliance. (Action: Embassy Implemented
Riyadh)
. . . . . . Embassy Riyadh should conduct its bulk fuel operations in Closed -
28 Emb Riyadh ISP-1-18-17 | t f Emb Riyadh and Constituent Posts, Saudi Arab 5/11/2018 26 . . R . 11/8/2018
mbassy klya nspection of Embassy Riyach and Lonstituent Fosts, saudi Arabla = accordance with Department guidelines. (Action: Embassy Riyadh)| Implemented 18/
Emb Riyadh should let | mission-wid Closed -
29 Embassy Riyadh ISP-1-18-17 Inspection of Embassy Riyadh and Constituent Posts, Saudi Arabia | 5/11/2018 27 m ?S,SY lyadh s ou. complete an. annuatmission-wide ose 11/8/2018
acquisition plan. (Action: Embassy Riyadh) Implemented
Emb Riyadh should conduct | utilizati fit Closed -
30 Embassy Riyadh ISP-1-18-17 Inspection of Embassy Riyadh and Constituent Posts, Saudi Arabia | 5/11/2018 28 mbassy Riyadh should conduct an annual utitization survey ot its ose 11/8/2018
personal property inventory. (Action: Embassy Riyadh) Implemented
Embassy Riyadh should require that Information Systems Security Closed
31 Embassy Riyadh ISP-1-18-17 Inspection of Embassy Riyadh and Constituent Posts, Saudi Arabia | 5/11/2018 29 Officers perform information security duties in accordance with Imolemented 11/8/2018
Department guidance. (Action: Embassy Riyadh) P
Embassy Valletta, in coordination with the Bureau of Overseas
. Buildings Operations, should identify and dispose of excess Closed -
32 Emb Vallett ISP-1-17-43 | t f Emb Valletta, Malt 9/15/2017 3 . 11/6/2018
mbassy Valletta nspection o mbassy Valletta, Viafta /15/ property, and put up to $650,000 to better use. (Action: Embassy Implemented 16/
Valletta, in coordination with OBO)
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Embassy Valletta, in coordination with the Regional Information
Management Center in Frankfurt, should provide an emergency Closed -
33 Embassy Valletta ISP-1-17-43 Inspection of Embassy Valletta, Malta 9/15/2017 5 and evacuation very high frequency radio network through which Implemented 11/6/2018
all residences can communicate directly with the embassy.

(Action: Embassy Valletta, in coordination with RIMC Frankfurt)

OIG recommends that, for recommendations considered resolved,
the Under Secretary for Management direct the applicable bureau
to notify OIG of the status of actions taken to implement the
Office of the Under Secretary Management Assistance Report: Department Attention Needed to recommendations identified in this report and provide evidence Closed -
34 AUD-ACF-17-55 ; 7/28/2017 1 demonstrating that the bureau has taken actions that justify 11/1/2018
for Management Address Overdue Responses on Selected Open Recommendations ) ) . Implemented
closing the recommendations. Bureaus are to submit the status of
actions taken and documented evidence to support closing the
recommendations to audcompliance@stateoig.gov within 30
days.

OIG recommends that the Broadcasting Board of Governors
design and implement procedures to perform routine reviews of
Audit of Radio Free Europe/Radio Liberty After-employment Radio Free Europe/Radio Liberty (RFE/RL) financial activity. At a Closed -
35 | U.S. Agency for Global Media | AUD-FM-IB-14-34 _ pe/ ¥ ploy 9/24/2014 2 ! pe/ y (RFE/RL) financial activity 11/7/2018
Benefits minimum, these procedures should include periodic reviews of Implemented
significant events and transactions and analyses of RFE/RL's

financial statements and actuarial reports.

OIG recommends that the Broadcasting Board of Governors Closed
9/24/2014 3 develop a process to review and approve significant contracts Imolemented 11/7/2018
over $350,000 for Radio Free Europe/Radio Liberty. P

Audit of Radio Free Europe/Radio Liberty After-employment

36 U.S. Agency for Global Media AUD-FM-IB-14-34 )
Benefits

OIG recommends that the Broadcasting Board of Governors
develop policies and procedures to ensure that information

Audit of Radio Free Europe/Radio Liberty After-employment Closed -
37 U.S. Agency for Global Media AUD-FM-IB-14-34 ual ) ! urope/Radio Li ¥ ploy 9/24/2014 4 needed to oversee grantees is maintained in the grant files and to 11/7/2018
Benefits . . . Implemented
ensure that the relevant information is available for at least 7
years.
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38

U.S. Agency for Global Media

AUD-FM-IB-14-34

Audit of Radio Free Europe/Radio Liberty After-employment
Benefits

9/24/2014

OIG recommends that the Broadcasting Board of Governors (BBG)
review and revise its policies and procedures to clearly define the
roles and responsibilities of the officials within BBG who are
responsible for monitoring and overseeing Radio Free
Europe/Radio Liberty.

Closed -
Implemented

11/7/2018

39

U.S. Agency for Global Media

AUD-FM-IB-14-34

Audit of Radio Free Europe/Radio Liberty After-employment
Benefits

9/24/2014

10

OIG recommends that the Broadcasting Board of Governors
develop and implement a standardized process to produce
effective comparability studies. The process should ensure that
the studies are performed at prescribed intervals, include all
benefits offered by Radio Free Europe/Radio Liberty to its
domestic and overseas employees, and contain data and analyses
that support conclusions.

Closed -
Implemented

11/7/2018
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