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Recommendation Status

As of February 28, 2019, the OIG Management Information System (MIS)
reported the following recommendation counts:

Sensitive
Unclassified and Classified Total

28

*this total includes the following recommendations associated with the IBWC: Open Sensitive: +7. This total excludes one DOS
report issued in December 2018 with 7 recommendations, 3 of which are resolved, 1 is closed and 3 are unresolved.
**this total excludes one DOS report issued in February 2019 with 4 recommendations, all of which are resolved.

Closed
within
Month

Newly
Issued

Recommendation Status Explained
Unresolved: No agreement between OIG and management on the
recommendation or proposed corrective action (remains open).

Resolved: Agreement on the recommendation and proposed corrective action
(remains open) but implementation has not been completed.

Closed: Agreed upon corrective action is complete.

Action Office: The organization to which a recommendation has been
assigned for action.

Searching Explained

The recommendations are sorted alphabetically by
action office, then by the date the report
containing the recommendations was issued.

Use Ctrl+F within your internet browser to search
for keywords within this PDF document.

Example searches:

To find recommendations related to a particular
bureau or office, type the name of that bureau
or office. For example, "Office of the Deputy
Secretary” or “Bureau of Diplomatic Security.”
To find recommendations related to a particular
embassy, type "Embassy” and the city in which
the embassy is located. For example, “"Embassy
Berlin” or “Embassy Kabul.”

To find recommendations with a specific word
or phrase, type the keyword. For example,
“information technology” or “contracts.”

Additional Information

This report includes only unclassified information
entered into our MIS system as of the last
business day of the previous month. For
example, the November report will include
information in our system as of 4 P.M. on the
last business day of October.

Action office have up to 30 days after a report is

issued to respond to newly issued
recommendations.
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Recommendations Closed in February 2019
Unclassified

# ACTION OFFICE

REPORT NUMBER

REPORT TITLE

ISSUE DATE

REC NUMBER

RECOMMENDATION

REC STATUS

REC CLOSE DATE

1 Bureau of Diplomatic Security

ISP-1-18-05

Inspection of the Bureau of Diplomatic Security’s Office of Mobile
Security Deployments

10/19/2017

The Bureau of Diplomatic Security should make the Office of
Mobile Security Deployments’ temporary administrative chief a
permanent position. (Action: DS)

Closed -
Implemented

2/20/2019

Bureau of Educational and
Cultural Affairs

ESP-18-01

Management Assistance Report: Cultural Property Advisory
Committee Reporting Under the Federal Advisory Committee Act

3/1/2018

The Bureau of Educational and Cultural Affairs should ensure that
the Cultural Property Advisory Committee complies with all
reporting requirements under the Federal Advisory Committee
Act and issues, at least annually, a report with a summary of
activities that provides the public with information regarding the
committee’s closed meetings.

Closed -
Implemented

2/26/2019

Bureau of Overseas Buildings
Operations

ISP-1-18-04

Inspection of Embassy Beijing and Constituent Posts, China

12/11/2017

28

The Bureau of Overseas Buildings Operations, in coordination with
Embassy Beijing, should implement a long-term strategy to
evaluate seismic safety of residential buildings in the embassy
housing pool. (Action: OBO, in coordination with Embassy Beijing)

Closed -
Implemented

2/1/2019

4 Consulate General Jerusalem

ISP-1-17-18

Inspection of Consulate General Jerusalem

6/12/2017

25

Consulate General Jerusalem should establish safe and secure
diplomatic mail and pouch sorting spaces. (Action: Consulate
General Jerusalem)

Closed -
Implemented

2/8/2019

5 Embassy Amman

AUD-MERO-18-33

Audit of the Administration and Oversight of Fuel Contracts at U.S.

Embassy Amman, Jordan

3/23/2018

15

OIG recommends that Embassy Amman direct its Contracting
Officers to immediately review the Contracting Officer’s
Representatives’ files for contracts SJ010015D0003 and
$J010016D0017 for completeness and include in the contract files
the results for this review.

Closed -
Implemented

2/28/2019

6 Embassy Amman

AUD-MERO-18-33

Audit of the Administration and Oversight of Fuel Contracts at U.S.

Embassy Amman, Jordan

3/23/2018

23

OIG recommends that Embassy Amman develop and implement
invoice review procedures that require, at a minimum, all fuel
contractor invoices to be (1) stamped with the date they are
received, (2) tracked throughout the review and approval process,
and (3) automatically paid, with the interest penalties due to the
contractor if the invoice is paid late, so that contractor payments
can be made consistent with the requirements of the Prompt
Payment.

Closed -
Implemented

2/28/2019
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Embassy Beijing, in coordination with the Bureau of
Administration, should require Consulate General Wuhan to Closed -

7 Embassy Beijing ISP-1-18-04 Inspection of Embassy Beijing and Constituent Posts, China 12/11/2017 16 I I_ ret u i qu! ) Su alwu € 2/1/2019
report its own location-specific survey data for post allowances. Implemented
(Action: Embassy Beijing, in coordination with A)
Embassy Beijing, in coordination with the Bureau of
Administration, should ire C lates G | Chengd d Closed -

8 Embassy Beijing ISP-1-18-04 Inspection of Embassy Beijing and Constituent Posts, China 12/11/2017 17 ministration, shou'd require Lonsulates aeneral Lhengdu an ose 2/1/2019
Wuhan to submit updated post consumables allowances Implemented
justifications. (Action: Embassy Beijing, in coordination with A)
Embassy Dublin should complete an annual mission-wide Closed -

9 Embassy Dublin ISP-1-18-24 Inspection of Embassy Dublin, Ireland 6/1/2018 1 . y . P . 2/20/2019
acquisition plan. (Action: Embassy Dublin) Implemented
Embassy Dublin should submit its overdue allowance reports to Closed -

10 Embassy Dublin ISP-1-18-24 Inspection of Embassy Dublin, Ireland 6/1/2018 6 the Bureau of Administration, in accordance with Department Implemented 2/20/2019
standards. (Action: Embassy Dublin) P
Emb Dublin should enf it dati h Closed -

11 Embassy Dublin ISP-1-18-24 Inspection of Embassy Dublin, Ireland 6/1/2018 7 ibassy Lublin Shollld entorce Its accommodation exchange ose 2/20/2019
policy. (Action: Embassy Dublin) Implemented
Embassy Dublin should conduct annual tests of its information
technol ti lans f lassified and classified Closed -

12 Embassy Dublin ISP-1-18-24 Inspection of Embassy Dublin, Ireland 6/1/2018 9 echnology contingency plans for unciassitied and classitie ose 2/21/2019
networks, in accordance with Department standards. (Action: Implemented
Embassy Dublin)
Embassy Dublin should relocate the telecommunications Closed

13 Embassy Dublin ISP-1-18-24 Inspection of Embassy Dublin, Ireland 6/1/2018 11 demarcation point outside the main telephone frame room. Imolemented 2/20/2019
(Action: Embassy Dublin) P
Embassy Nicosia should install a fire alarm system in its North Closed -

14 Embassy Nicosia ISP-1-18-03 Inspection of Embassy Nicosia, Cyprus 10/23/2017 10 Office to meet Department fire safety standards. (Embassy Imolemented 2/1/2019
Nicosia, in coordination with OBO) P
Embassy Riyadh should implement strategic plans to allocate

ission-wid ting, t |, and tati Closed -

15 Embassy Riyadh ISP-1-18-17 Inspection of Embassy Riyadh and Constituent Posts, Saudi Arabia | 5/11/2018 1 mlssmr.\ wide reporting, travel, an represer.m a- |.on resot-Jrces ose 2/13/2019
according to Integrated Country Strategy priorities. (Action: Implemented
Embassy Riyadh)
Embassy Riyadh should require supervisors to approve overtime in Closed -

16 Embassy Riyadh ISP-1-18-17 Inspection of Embassy Riyadh and Constituent Posts, Saudi Arabia | 5/11/2018 15 ¥ Rlyadh shouldrequire sup  t0app 2/13/2019
advance and in writing. (Action: Embassy Riyadh) Implemented
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Embassy Riyadh should implement procedures for the use of cash Closed -
17 Embassy Riyadh ISP-1-18-17 Inspection of Embassy Riyadh and Constituent Posts, Saudi Arabia | 5/11/2018 17 payments, in accordance with Department guidelines. (Action: Implemented 2/13/2019
Embassy Riyadh)

Embassy Riyadh should follow required management control Closed -

2/13/201
procedures for fuel coupons. (Action: Embassy Riyadh) Implemented /13/2019

18 Embassy Riyadh ISP-1-18-17 Inspection of Embassy Riyadh and Constituent Posts, Saudi Arabia 5/11/2018 25

OIG recommends that the Bureau of Administration, Office of

Office of Acquisitions AUD-MERO-15-03 Audi't of Bureau of Diplomatic Security Worldwide Pro.tective 10/29/2014 ) Log.istics Management,'Ofﬁce of Acguisit.io'ns Managgment, Closed -
Management Services Contract Task Order 10 Kabul Embassy Security Force review the $1,726,155 in costs OIG identified as possibly Implemented

unallowable and recover any funds deemed unallowable.

19 2/19/2019

0OIG recommends that the Bureau of Administration, Office of
Logistics Management, Office of Acquisitions Management,
conduct a comprehensive review of all contractor invoices and
supporting documentation to determine whether the contractor
submitted adequate supporting documentation for all costs,
Office of Acquisitions AUD-MERO-15-03 AudiF of Bureau of Diplomatic Security Worldwide Prqtective 10/29/2014 3 including the? $6,916,330 ident.iﬁed in this report.. If thet Closed -

Management Services Contract Task Order 10 Kabul Embassy Security Force documentation was not submitted, the contracting officer should Implemented
request supporting documentation from the contractor and
determine whether the costs were allowable under the contract
terms. If the reimbursable costs cannot be supported or are not
allowable under the terms of the contract, these funds should be
recovered.

20 2/19/2019

OIG recommends that the Procurement Executive at the Bureau
of Administration, Office of the Procurement Executive, examine
fuel purchases to determine if ratification is warranted and, if so,
implement ratification procedures in accordance with Department Closed -
3/23/2018 2 of State Acquisition Regulations 601.602-3-70, “[Ratification] Implemented 2/8/2019
Procedures,” for purchase orders SJ010015M0659,

S$J010016M0914, and SJO10017M0001, which were used to
purchase fuel through the fuel card program between June 4,
2015, and October 23, 2016.

2 Office of the Pr.ocurement AUD-MERO-18-33 Audit of the Administration and Oversight of Fuel Contracts at U.S.
Executive Embassy Amman, Jordan
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22

U.S. Agency for Global Media

AUD-CG-IB-14-26

Audit of the Broadcasting Board of Governors Administration and
Oversight of Acquisition Functions

6/13/2014

OIG recommends that the International Broadcasting Bureau,
Office of Contracts, develop policies and procedures and
implementation guidance for conducting market research, in
accordance with the Federal Acquisition Regulation. Specifically,
criteria should be established to dictate the type and extent of
market research to be performed for each procurement action
and what types of documentation should be maintained in the
contract file.

Closed -
Implemented

2/26/2019

23

U.S. Agency for Global Media

ISP-1B-17-21

Inspection of Radio Free Europe/Radio Liberty

5/19/2017

The Broadcasting Board of Governors should finalize its draft
grantee handbook and implement the grant close-out provisions
contained therein for RFE/RL. (Action: BBG, in coordination with
RFE/RL)

Closed -
Implemented

2/5/2019

24

U.S. Agency for Global Media

AUD-FM-IB-18-04

Audit of the Broadcasting Board of Governors Implementation of
the Digital Accountability and Transparency Act of 2014

11/7/2017

OIG recommends that the Broadcasting Board of Governors
designate a Senior Accountable Official who is an official on the
Senior Management Council and is capable of providing
“reasonable assurance that their internal controls support the
reliability and validity of the agency account-level and award-level
data,” as required by the Office of Management and Budget.

Closed -
Implemented

2/12/2019
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