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Recommendation Status

As of March 29, 2019, the OIG Management Information System (MIS)
reported the following recommendation counts:

Sensitive
Unclassified and Classified Total

B
Closed 21 “ 62

within

Month
*this total includes the following recommendations associated with the IBWC: Open Sensitive: +7.

Newly

Issued

Recommendation Status Explained
Unresolved: No agreement between OIG and management on the
recommendation or proposed corrective action (remains open).

Resolved: Agreement on the recommendation and proposed corrective action
(remains open) but implementation has not been completed.

Closed: Agreed upon corrective action is complete.

Action Office: The organization to which a recommendation has been
assigned for action.

Searching Explained

The recommendations are sorted alphabetically by
action office, then by the date the report
containing the recommendations was issued.

Use Ctrl+F within your internet browser to search
for keywords within this PDF document.

Example searches:

To find recommendations related to a particular
bureau or office, type the name of that bureau
or office. For example, “Office of the Deputy
Secretary” or "Bureau of Diplomatic Security.”
View the Department of State Organizational
Chart for more information on Department
bureaus and offices.

To find recommendations related to a particular
embassy, type "Embassy” and the city in which
the embassy is located. For example, "Embassy
Berlin” or "Embassy Kabul.”

To find recommendations with a specific word
or phrase, type the keyword. For example,
“information technology” or “contracts.”

Additional Information

* This report includes only unclassified information
entered into our MIS system as of the last
business day of the previous month. For
example, the November report will include
information in our system as of 4 P.M. on the
last business day of October.

» Action office have up to 30 days after a report is
issued to respond to newly issued
recommendations.

» Questions? Contact the OIG Office of
Congressional and Public Affairs.



https://www.state.gov/documents/organization/263637.pdf
https://www.stateoig.gov/cpa
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1 Aviation Governing Board

AUD-SI-18-59

Audit of the Department of State’s Administration of its Aviation
Program

9/25/2018

OIG recommends that the Aviation Governing Board, in
coordination with the Bureau of International Narcotics and Law
Enforcement Affairs, update the Aviation Governing Board Charter
to align with its role and responsibilities outlined in Volume 2 of
the Foreign Affairs Manual 800, and implement procedures to
effectively manage and use Department aviation resources that
support foreign affairs requirements overseas, including updating
the voting Board members.

Closed -
Implemented

3/14/2019

2 Bureau of Administration

ESP-16-01

Evaluation of the Department of State’s FOIA Processes for
Requests Involving the Office of the Secretary

1/7/2016

The Bureau of Administration should identify necessary
permanent personnel as part of FOIA workforce planning efforts
and quickly acquire those resources so the Department can
comply with applicable law and improve the timeliness of FOIA
searches and responses.

Closed -
Implemented

3/19/2019

3 Bureau of Administration

AUD-FM-17-51

Audit of Select Cost-of-Living Allowances for American Employees
Stationed in Foreign Areas

8/31/2017

11

OIG recommends that the Bureau of Administration develop and
implement internal controls to ensure separate maintenance
allowance rates are reviewed annually, as required.

Closed -
Implemented

3/27/2019

4 Bureau of Administration

AUD-FM-17-51

Audit of Select Cost-of-Living Allowances for American Employees
Stationed in Foreign Areas

8/31/2017

12

OIG recommends that the Bureau of Administration develop and
implement internal controls to ensure analysts document the
results of their reviews and supervisors validate the procedures
used to determine separate maintenance allowance rates.

Closed -
Implemented

3/27/2019

5 Bureau of Administration

AUD-CGI-19-24

Audit of the Department of State Purchase Card Program

3/15/2019

OIG recommends that the Bureau of Administration establish a
process to periodically remind program participants of the
importance of managing records and performing reconciliations as
required by the Department of State Worldwide Purchase Card
Program Manual.

Closed -
Implemented

3/15/2019

6 Bureau of Administration

AUD-CGI-19-24

Audit of the Department of State Purchase Card Program

3/15/2019

OIG recommends that the Bureau of Administration establish a
process to remind purchase card approving officials and bureau or
post Program Coordinators to complete, certify, and submit the
Purchase Card Program Annual Reviews in a timely manner, as
required by the Department of State Worldwide Purchase Card
Program Manual.

Closed -
Implemented

3/15/2019
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The Bureau of Consular Affairs, in coordination with the Bureau of

Human Resources, should align the organizational structure of the

Inspection of the Bureau of Consular Affairs' Office of Policy Closed -

7 Bureau of Consular Affairs ISP-1-18-28 . R . 6/7/2018 1 Office of Policy Coordination and Public Affairs in a manner 3/11/2019
Coordination and Public Affairs ) ) ) ) Implemented
consistent with Department standards. (Action: CA, in
coordination with DGHR)
. . ) . The Bureau of Consular Affairs should implement a strategic plan
| t f the B f C lar Affairs' Offi f Pol Closed -
8 Bureau of Consular Affairs ISP-1-18-28 nspection ofthe Bureau ot Lonsular Aftairs Utlice of Follcy 6/7/2018 2 for internal reforms in the Office of Policy Coordination and Public ose 3/11/2019
Coordination and Public Affairs . . Implemented
Affairs. (Action: CA)
The Bureau of Consular Affairs, in coordination with the Bureau of
) Inspection of the Bureau of Consular Affairs' Office of Policy Human Resources, should verify the proper classification of its Closed -
9 B fC lar Aff ISP-1-18-28 6/7/2018 4 3/11/2019
ureau ortonsular Attairs Coordination and Public Affairs /7! Congressional Liaison Officer positions. (Action: CA, in Implemented 11
coordination with DGHR)
The B f C lar Affairs should ire the Office of Fraud
Inspection of the Bureau of Consular Affairs’ Office of Fraud € bureau ot Lonsular Attairs shouid require the Lice of Frau Closed -

10 Bureau of Consular Affairs ISP-1-18-42 . 8/24/2018 1 Prevention Programs to implement procedures to evaluate 3/11/2019
Prevention Programs . . Implemented
internal programs and products. (Action: CA)

The Bureau of Consular Affairs should require that the Office of

Inspection of the Bureau of Consular Affairs’ Office of Fraud Closed -

11 Bureau of Consular Affairs ISP-1-18-42 . 8/24/2018 4 Fraud Prevention Programs administer contracts in accordance 3/11/2019
Prevention Programs . X Implemented
with Department standards. (Action: CA)
The Bureau of Consular Affairs should implement a website
Inspection of the Bureau of Consular Affairs’ Office of Fraud content management process for the Office of Fraud Prevention Closed -
12 Bureau of Consular Affairs ISP-1-18-42 pecti 8/24/2018 8 & process ! , ' 3/11/2019
Prevention Programs Programs that includes a dedicated team responsible for the Implemented
regular updating of website content. (Action: CA)
OIG recommends that the Bureau of Diplomatic Security, in
. . coordination with the Bureau of Information Resource
. . . Management Assistance Report: The Process to Authorize and i . . Closed -
13 Bureau of Diplomatic Security AUD-IT-17-56 ) 8/29/2017 6 Management, fully comply with Department policy by completing 3/19/2019
Track Information Technology Systems Needs Improvement . ) L Implemented
the Systems Authorization Process with an authorization
memorandum for the SY Namecheck.
OIG recommends that the Bureau of International Narcotics and
. Law Enforcement Affairs, in coordination with the Bureau of the
Bureau of International Audit of the Department of State’s Administration of its Aviation Comptroller and Global Financial Services, develop and implement Closed
14 Narcotics and Law AUD-SI-18-59 P 9/25/2018 19 Pt yices, develop and imp 3/14/2019
Program an action plan to use the $8,303,020 identified in this report as Implemented

Enforcement Affairs L
funds that could be put to better use to replace similar property

needed at other locations.
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15

Bureau of Near Eastern Affairs

ISP-1-18-21

Inspection of Yemen Affairs Unit

3/6/2018

The Bureau of Near Eastern Affairs, in coordination with the Office
of Management Policy, Rightsizing, and Innovation and the Yemen
Affairs Unit, should assess the Yemen Affairs Unit’s location,
functions, and staffing. In doing so, it should consider lessons
learned since the Yemen Affairs Unit opened in 2015 and expected
future requirements to meet U.S. foreign policy objectives in
Yemen. (Action: NEA, in coordination with M/PRI and YAU)

Closed -
Implemented

3/27/2019

16

Bureau of Near Eastern Affairs

ISP-1-18-21

Inspection of Yemen Affairs Unit

3/6/2018

The Bureau of Near Eastern Affairs, in coordination with the
Bureaus of Overseas Buildings Operations and Diplomatic Security
and the Yemen Affairs Unit, should (a) conduct a cost-benefit
analysis to determine whether the Department should continue to
lease, maintain, and secure the Diplomatic Transit Facility and, (b)
if the Bureau of Near Eastern Affairs does not continue to lease,
maintain, and secure the Diplomatic Transit Center, it should put
$23.5 million in projected future costs to run the facility to better
use. (Action: NEA, in coordination with OBO, DS, and YAU)

Closed -
Implemented

3/27/2019

17

Bureau of Overseas Buildings
Operations

AUD-MERO-18-46

Audit of the Bureau of Overseas Buildings Operations Process for
Reviewing Invoices for the Construction of the U.S. Embassy in
Islamabad, Pakistan

6/20/2018

OIG recommends that the Bureau of Overseas Buildings
Operations require the Contracting Officer’s Representative
assigned to multi-year construction projects to include
documentation in the invoice file that supports the amount
requested by the contractor. Documentation should include
quality assurance and work progress inspection records, meeting
minutes with the contractor, and daily records of the contractor’s
activities, including hours worked and activities completed.

Closed -
Implemented

3/27/2019

18

Bureau of South and Central
Asian Affairs

AUD-SI-17-43

Audit of Department of State Grants and Cooperative Agreements
Awarded to Kennesaw State University

6/22/2017

OIG recommends that the Bureau of South and Central Asian
Affairs (a) determine whether the $229,405 in unallowable costs
and $565,046 in unsupported costs related to awards
SAF20013CA024, SPK33013CA051, and SIN65014GR053 (see
tables B.1, B.5 and B.6 in Appendix B) are allowable and
supported, and (b) recover any costs determined to be
unallowable or unsupported.

Closed -
Implemented

3/27/2019
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The Bureau of Information Resource Management should: - issue
regular notices to remind Department employees of the risks
associated with the use of non-Departmental systems; - provide

Office of the Secretary: Evaluation of Email Records Management periodic briefings on such risks to staff at all levels; and - evaluate Closed -

19 Chief Information Officer ESP-16-03 5/1/2016 7 3/19/2019
and Cybersecurity Requirements 1/ the cost and feasibility of conducting regular audits of computer Implemented 119/
system usage to ascertain the degree to which Department
employees are following the laws and policies concerning the use
of personal email accounts.
Consulate General Hong Kong should implement knowledge Closed
management procedures for capturing, sharing, transferring, and
20 Consulate General Hong Kong ISP-1-18-06 Inspection of Consulate General Hong Kong, China 11/30/2017 19 ) g . P ) p ) & . & 8 Acceptable 3/26/2019
retaining information related to its information management Alternative
programs. (Action: Consulate General Hong Kong)
Embassy Banjul should implement a formal training program for Closed

21 Embassy Banjul ISP-1-19-04 Inspection of Embassy Banjul, The Gambia 11/21/2018 3 its locally employed staff in accordance with Department 3/14/2019

Implemented
standards. (Action: Embassy Banjul) P
Embassy Banjul should revise its local compensation plan to define
specific criteria that would warrant a salary advance and outline Closed -
22 Embassy Banjul ISP-1-19-04 Inspection of Embassy Banjul, The Gambia 11/21/2018 4 P R X .y R 3/14/2019
requirements for supporting documentation. (Action: Embassy Implemented

Banjul)

Embassy Banjul should implement procedures to accurately bill Closed
23 Embassy Banjul ISP-1-19-04 Inspection of Embassy Banjul, The Gambia 11/21/2018 10 for monthly telephone services in accordance with Department Imolemented 3/14/2019
standards. (Action: Embassy Banjul) P

Embassy Dakar should implement a training plan for newly arrived Closed
24 Embassy Dakar ISP-1-19-03 Inspection of Embassy Dakar, Senegal 11/8/2018 2 American staff in the Consular Section, in accordance with Implemented 3/15/2019
Department standards. (Action: Embassy Dakar) P

Emb Dakar should ly with D t t standards f Closed -
25 Embassy Dakar ISP-1-19-03 Inspection of Embassy Dakar, Senegal 11/8/2018 4 mbassy Daxar shou .com;.) y“{', epar. ment standards for 0s€ 3/15/2019
responses to congressional inquiries. (Action: Embassy Dakar) Implemented

Embassy Dakar should conduct oversight of residential fuel Closed -
26 Embassy Dakar ISP-1-19-03 Inspection of Embassy Dakar, Senegal 11/8/2018 7 operations in accordance with Department guidelines. (Action: Implemented 3/15/2019
Embassy Dakar)

UNCLASSIFIED
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Embassy Dakar should require that all official vehicles be garaged Closed -
27 Embassy Dakar ISP-1-19-03 Inspection of Embassy Dakar, Senegal 11/8/2018 9 and parked in compliance with Department standards. (Action: Implemented 3/15/2019
Embassy Dakar)

Embassy Dakar should establish its local Information Technology Closed -
28 Embassy Dakar ISP-1-19-03 Inspection of Embassy Dakar, Senegal 11/8/2018 12 Configuration Control Board in accordance with Department Implemented 3/15/2019
standards. (Action: Embassy Dakar)

Embassy Dakar should develop a service level agreement between

the Information Management Section staff and dedicated internet Closed -

29 Embassy Dakar ISP-1-19-03 Inspection of Embassy Dakar, Senegal 11/8/2018 15 & . - ) 3/15/2019
network customers that defines the services provided and the Implemented
roles and responsibilities of the user. (Action: Embassy Dakar)
Embassy Dakar should implement a plan for conducting initial and
annual refresher information technology contingency training for Closed -

30 Embassy Dakar ISP-1-19-03 Inspection of Embassy Dakar, Senegal 11/8/2018 19 nert ‘ gy contingency training 3/15/2019
employees with information technology contingency planning Implemented

responsibilities. (Action: Embassy Dakar)

Embassy Georgetown should dispose of Political-Economic Section Closed -
31 Embassy Georgetown ISP-1-18-19 Inspection of Embassy Georgetown, Guyana 5/16/2018 3 paper files, in accordance with Department records disposition Implemented 3/12/2019
requirements. (Action: Embassy Georgetown)

Embassy Georgetown should establish a warden system, in

Closed -
32 Embassy Georgetown ISP-1-18-19 Inspection of Embassy Georgetown, Guyana 5/16/2018 6 accordance with Department standards. (Action: Embassy Implemented 3/12/2019
Georgetown) P
Embassy Luanda, in coordination with the Bureau of Overseas Closed
Buildings Operations, should construct an unclassified server room
33 Embassy Luanda ISP-1-17-19 Inspection of Embassy Luanda, Angola 6/1/2017 8 8> P ) ) , ) Acceptable 3/11/2019
that meets physical security requirements. (Action: Embassy Alternative
Luanda, in coordination with OBO)
Embassy Luanda should repair or replace the high-frequency radio Closed -
34 Embassy Luanda ISP-1-17-19 Inspection of Embassy Luanda, Angola 6/1/2017 9 4 P P X g q ¥ 3/11/2019
at the alternate command center. (Action: Embassy Luanda) Implemented
E houl ire all i fficer’
mbassy San Jose should require all Contracting Officer’s Closed -

35 Embassy San Jose ISP-1-18-13 Inspection of Embassy San Jose, Costa Rica 4/26/2018 11 Representatives to administer their contracts in accordance with Imolemented 3/11/2019
Department standards. (Action: Embassy San Jose) P

UNCLASSIFIED
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Embassy San Jose should require that Information Systems
Security Officers perform information security duties in Closed -

accordance with Department guidance. (Action: Embassy San Implemented
Jose)

36 Embassy San Jose ISP-1-18-13 Inspection of Embassy San Jose, Costa Rica 4/26/2018 24 3/11/2019

OIG recommends that the Board Chair of the Thilisi Embassy
Employee Association develop and implement policies and
procedures in accordance with 6 Foreign Affairs Manual (FAM)
531.2 to document, support and control the deleting of Closed -
6/29/2017 1 accounting transactions in the commercial off-the-shelf 3/28/2019
. L Implemented
accounting software. At a minimum, those procedures should
include monthly reviews of deleted transactions, comparisons of
opening and closing balances, and review of documentation to
support the deletion of transactions.

Management Assistance Report: U.S. Embassy Thilisi Employee

37 Embassy Thilisi INV-17-01
v Association Commissary Accounting Controls

OIG recommends that the Board Chair of the Thilisi Embassy
Employee Association develop and implement procedures in
accordance with 6 FAM 531.2 to verify that: a) Daily cash receipts Closed
6/29/2017 2 and deposits are reconciled monthly. b) Bank reconciliations are 3/28/2019
e Implemented
conducted. c) Monthly reconciliations are performed between the
cash register sales and commercial off-the-shelf accounting
software systems.

Management Assistance Report: U.S. Embassy Thilisi Employee

38 Embassy Thilisi INV-17-01 o . .
Association Commissary Accounting Controls

OIG recommends the Board Chair of the Thilisi Embassy Employee
Association develop and implement cash management procedures
in accordance with the internal controls prescribed for cash
collection and handling by embassy cashiers in 4 Foreign Affairs Closed -
6/29/2017 3 Handbook (FAH)-3 H- 396.1 (g) and 4 FAH-3 H-390. Specifically, 3/28/2019
) . . Implemented
these procedures should include requirements to: a) Prepare daily
deposit slips for cash and negotiable instruments. b) Deposit cash
daily, or as often as needed, to avoid excess "cash on hand" as
defined by local accounting and cash management procedures.

Management Assistance Report: U.S. Embassy Thilisi Employee

39 Embassy Thilisi INV-17-01
¥ Association Commissary Accounting Controls

UNCLASSIFIED
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40

Office of Acquisitions
Management

AUD-MERO-18-55

Audit of Cost Controls Within the Baghdad Life Support Services
Contract Food Services Task Order SAQMMA14F0721

8/30/2018

OIG recommends that the Bureau of Administration, Office of
Logistics Management, Office of Acquisitions Management, (a)
direct the Contracting Officer’s Representative for Baghdad Life
Support Services (BLiSS) food services task order
SAQMMA14F0721 to update, within 30 days, the BLiSS food
services inspection checklist to include steps for monitoring and
documenting the contractor’s compliance with all required
elements of its cost control plan and (b) verify that the checklist
has been updated and implemented.

Closed -
Implemented

3/28/2019

41

Office of Logistics
Management

ESP-18-03

Management Assistance Report: Use of Confidentiality
Agreements by a Department of State Contractor

8/15/2018

The Bureau of Administration, Office of Logistics Management
(A/LM) should order MSA Security, Inc. (MSA) to rescind its
confidentiality agreements or to modify them to include an
exception for reporting fraud, waste, or abuse to a designated
investigative or law enforcement representative and to notify all
employees regarding the rescission or modification. If MSA does
not promptly rescind or modify these agreements, A/LM should
terminate its contracts with MSA for default.

Closed -
Implemented

3/11/2019

42

Office of the Under Secretary
for Management

AUD-SI-18-59

Audit of the Department of State’s Administration of its Aviation
Program

9/25/2018

OIG recommends that the Under Secretary for Management
review the decision to expend $1.2 million to acquire and
refurbish three aircraft for the Philippines Coast Guard and make a
determination as to whether the expenditure was necessary or
reasonable considering the lack of benefit to the Department of
State or the Philippine Coast Guard.

Closed -
Implemented

3/13/2019

43

U.S. Mission to Somalia,
Nairobi

ISP-1-19-09

Inspection of U.S. Mission to Somalia

10/29/2018

The U.S. Mission to Somalia should sign a memorandum of
agreement for Security and Force Protection of Department of
Defense elements and personnel with the Combatant Commander
of United States Africa Command in accordance with Department
standards. (Action: U.S. Mission to Somalia)

Closed -
Implemented

3/22/2019
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OIG recommends that the Broadcasting Board of Governors (BBG)
Audit of Radio Free Europe/Radio Liberty After-employment design detailed annual budget submission formats and financial Closed -
44 | Uss. Agency for Global Media | AUD-FM-iB-14-34 | Y% ! urope/Radio Liberty ploy 9/24/2014 9 '8 ' ua DuCget stbmysst thand 3/29/2019

Benefits

planning documents that will allow BBG to obtain details on
unfunded liabilities at Radio Free Europe/Radio Liberty.

Implemented
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