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As of April 30, 2019, the OIG Management Information System (MIS)
reported the following recommendation counts:
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*this total includes the following recommendations associated with the IBWC: Open Sensitive: +7. This total excludes 2 DOS
reports issued in April 2019 with 9 recommendations, all of which are resolved.
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Month

Newly
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Recommendation Status Explained
Unresolved: No agreement between OIG and management on the
recommendation or proposed corrective action (remains open).

Resolved: Agreement on the recommendation and proposed corrective action
(remains open) but implementation has not been completed.

Closed: Agreed upon corrective action is complete.

Action Office: The organization to which a recommendation has been
assigned for action.

Searching Explained

The recommendations are sorted alphabetically by
action office, then by the date the report
containing the recommendations was issued.

Use Ctrl+F within your internet browser to search
for keywords within this PDF document.

Example searches:

To find recommendations related to a particular
bureau or office, type the name of that bureau
or office. For example, “Office of the Deputy
Secretary” or “Bureau of Diplomatic Security.”
View the Department of State Organizational
Chart for more information on Department
bureaus and offices.

To find recommendations related to a particular
embassy, type "Embassy” and the city in which
the embassy is located. For example, "Embassy
Berlin” or "Embassy Kabul.”

To find recommendations with a specific word
or phrase, type the keyword. For example,
“information technology” or “contracts.”

Additional Information

This report includes only unclassified information
entered into our MIS system as of the last
business day of the previous month. For
example, the November report will include
information in our system as of 4 P.M. on the
last business day of October.

Action office have up to 30 days after a report is
issued to respond to newly issued
recommendations.

Questions? Contact the OIG Office of
Congressional and Public Affairs.



https://www.state.gov/documents/organization/263637.pdf
https://www.stateoig.gov/cpa
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OIG recommends that the Aviation Governing Board, in
coordination with the Bureau of International Narcotics and Law
Enforcement Affairs, develop and implement a detailed strategic
9/25/2018 3 plan for all of the Department of State’s aviation needs, including Resolved
medical needs and country-specific needs like those of Embassy
Bogota. The plan should have clear goals and attainable objectives,
both at the headquarters level and for each country of operation.

Audit of the Department of State’s Administration of its Aviation

1 Aviation Governing Board AUD-SI-18-59
Program

OIG recommends that the Aviation Governing Board, in
coordination with the Bureau of International Narcotics and Law
Audit of the Department of State’s Administration of its Aviation 9/25/2018 4 Enforcement Affairs, develop and implement procedures requiring
Program that a cost-benefit analysis is performed and its results considered
before deciding whether to acquire an aircraft and begin or end
aviation operations in a country.

2 Aviation Governing Board AUD-SI-18-59 Resolved

OIG recommends that the Aviation Governing Board (AGB), in
coordination with the Bureau of International Narcotics and Law
Enforcement Affairs (INL), revise Volume 2 of the Foreign Affairs
Manual (FAM) 800 to clarify that INL is the sole provider of
9/25/2018 8 aviation services for the Department of State and any requests for Resolved
exceptions to, or waiver of this policy, along with a written
justification, must be submitted to and approved by the AGB. The
FAM revision should include a requirement for a periodic review of
the decision to determine whether it remains beneficial.

Audit of the Department of State’s Administration of its Aviation

3 Aviation Governing Board AUD-SI-18-59
Program

0OIG recommends that the Bureau of Administration, in
coordination with the Strategic Sourcing Council
(Recommendation 1), develop and implement controls to prohibit
users from ordering office supplies from vendors other than the
approved Federal Strategic Sourcing Initiative office supply
vendors without obtaining a valid waiver.

4 Bureau of Administration AUD-FM-16-47 Audit of Department of State Strategic Sourcing Efforts 9/7/2016 11 Resolved
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0OIG recommends that the Bureau of Administration, Office of
Logistics Management, Office of Acquisitions Management,
develop and implement a) a methodology to calculate the cost

Aspects of the Invoice Review Process Used by the Bureau of Near . . . .
associated with the contractor not meeting performance metrics

5 Bureau of Administration AUD-MERO-17-33 Eastern Affairs to Support Contingency Operations in Irag Need 3/3/2017 8 Resolved
and b) a process to reduce payment to the contractor when
Improvement . . .
contractual requirements are not being met. This methodology
and process should be included in all current and future Bureau of
Near Eastern Affairs Iraq contracts.
The Bureau of Administration, in coordination with the Foreign
Management Assistance Report: Improved Oversight Needed to Service Institute, should accelerate development of updated
6 Bureau of Administration ISP-17-33 Standardize the Use of Risk Assessments and Monitoring Plans for | 7/10/2017 1 online training that adequately explains risk assessment and Resolved
Overseas Grants monitoring plan requirements for grants and cooperative
agreements. (Action: A, in coordination with FSI)
The Bureau of Administration should publish specific, clear and
Inconsistent Guidance Governing Property Controls Over Mobile consistent guidance and procedures for the management,
7 Bureau of Administration ISP-17-31 g "roperty 8/14/2017 1 & P & Resolved

Devices Left Department at Risk of Wasteful Spending inventory, and tracking of smart phones and similar mobile
devices. (Action: A)

OIG recommends the Bureau of Administration develop and
8/31/2017 1 implement a plan to use independent economic data to determine Resolved
post allowance rates where such data for post exist.

Audit of Select Cost-of-Living Allowances for American Employees

8 Bureau of Administration AUD-FM-17-51 . , ]
Stationed in Foreign Areas

OIG recommends the Bureau of Administration re-determine and
update by the end of FY 2018 post allowance rates using
independent economic data where such data for post exist. Once
the rates have been updated, the Bureau of Administration should
8/31/2017 2 determine the amount saved by implementing the new rates. OIG Resolved
determined that using independent, economic data would have
saved the Department approximately $18.2 million between FY
2013 and FY 2015 for six posts tested (that is, funds that could
have been put to better use).

Audit of Select Cost-of-Living Allowances for American Employees

9 Bureau of Administration AUD-FM-17-51 . ] ]
Stationed in Foreign Areas
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For cases in which independent cost-of-living indexes are not
available to establish post allowance rates, OIG recommends that
the Bureau of Administration revise and distribute updated
policies and procedures to posts related to the post allowance rate
8/31/2017 3 methodology that provide detailed procedures for (a) collecting Resolved
and summarizing living pattern questionnaires in eAllowances, and
(b) collecting prices that reflect the requirements outlined in the
Department of State Standardized Regulations on the retail price
schedule Parts 3 and 4.

Audit of Select Cost-of-Living Allowances for American Employees

10 Bureau of Administration AUD-FM-17-51 . , ]
Stationed in Foreign Areas

For cases in which independent cost-of-living indexes are not
available to establish post allowance rates, OIG recommends that
the Bureau of Administration revise and distribute updated
internal procedures for calculating post allowances to include
Audit of Select Cost-of-Living Allowances for American Employees detailed instructions to (a) verify post living pattern questionnaire

. . . 8/31/2017 4 . L . . .
Stationed in Foreign Areas summary information in eAllowances with hard copies provided by
post, and (b) remove inappropriate or unreasonable prices from
the retail price schedule in a consistent manner across all
subcategories of goods, including the use of independent data
when available.

11 Bureau of Administration AUD-FM-17-51 Resolved

For cases in which independent cost-of-living indexes are not
available to establish post allowance rates, OIG recommends that
the Bureau of Administration conduct and formally document an
analysis to determine how to make the Washington, DC, prices
Audit of Select Cost-of-Living Allowances for American Employees 8/31/2017 5 used in the post allowance rate calculations reflective of the
Stationed in Foreign Areas consumption patterns of the average salary level for a post
employee stationed in a foreign area so that data are comparable
between Washington, DC, and the overseas post. The Bureau of
Administration should implement changes as necessary as a result
of its analysis.

12 Bureau of Administration AUD-FM-17-51 Resolved
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OIG recommends the Bureau of Administration revise the

Audit of Select Cost-of-Living Allowances for American Employees Department of State Standardized Regulations for changes in the
ucit of > _ ving Allow ! ploy 8/31/2017 6 P zed Regulati nges | Resolved

Stationed in Foreign Areas post allowance methodology as a result of implementing

recommendations from this report.

13 Bureau of Administration AUD-FM-17-51

OIG recommends that the Bureau of Administration develop and
8/31/2017 7 implement standard operating procedures to specify how analysts Resolved
maintain and update the base schools list.

Audit of Select Cost-of-Living Allowances for American Employees

14 Bureau of Administration AUD-FM-17-51 . ] ]
Stationed in Foreign Areas

OIG recommends that the Bureau of Administration revise and
update policies and procedures for determining appropriate
Working Capital Fund fees for each cost center. The updated
policies and procedures should include, at a minimum, guidance
on how to estimate the amount of funds needed to maintain
operations for each cost center, including revenue, expenses, and
6/27/2018 1 overhead amounts. The procedures should also include guidance Resolved
on determining appropriate target carry forward fund amounts for
each cost center, estimated costs of capital improvements,
instructions on documenting and retaining analyses and
calculations, and documentation for establishing a reasonable
maximum threshold for carry forward balances for each cost
center.

Audit of the Department of State’s Process to Identify and Transfer

15 Bureau of Administration AUD-FM-18-44 . .
Excess Working Capital Funds

OIG recommends that the Bureau of Administration develop and
implement a policy for maintaining historical documentation of
fees charged for goods and services of the Working Capital Fund
and carry forward fund amount determinations. The policy, at a
Audit of the Department of State’s Process to Identify and Transfer minimum, should include keeping a documented list of previous

. . 6/27/2018 2 . .
Excess Working Capital Funds fees and carry forward fund amounts and the basis by which they
were determined, as required by the Government Accountability
Office’s Standards for Internal Control in the Federal Government
and the Department of State Domestic Records Disposition
Schedule.

16 Bureau of Administration AUD-FM-18-44 Resolved
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OIG recommends that the Bureau of Administration, as part of its
annual review of the Working Capital Fund cost centers and in

coordination with the Bureau of Budget and Planning, determine
Audit of the Department of State’s Process to Identify and Transfer € &

17 Bureau of Administration AUD-FM-18-44 . . 6/27/2018 4 the amount of excess earnings in the Working Capital Fund for FY Resolved
Excess Working Capital Funds . . .
2018, report the results to OIG, and remit the identified excess to
the U.S. Department of the Treasury, as required by 22 U.S. Code §
2684.
The Bureau of Administration should issue guidance to require
Management Assistance Report: Dispersal of Contracting Officer contracting officer representatives to maintain contract files in the
18 Bureau of Administration ISP-1-18-33 gemen port: PIsp & 8/14/2018 1 e repres ntain >IN Resolved
Representatives Creates Oversight Challenges electronic contracting officer representative filing system within
180 days of the final issuance of this report. (Action: A)
Review of the Bureau of Administration, Office of Logistics The Bureau of Administration should establish a counterterrorism
Management, Critical Environment Contract Analysis Staff's vetting fee based on actual costs and establish a schedule for
19 Bureau of Administration ISP-1-18-27 & , , ent o aly 8/27/2018 1 N fee b _ ) Resolved
Counterterrorism Vetting Function (Risk Analysis and periodic review of the fee, in accordance with Department
Management) guidance. (Action: A)

The Bureau of Administration, in coordination with the U.S.
Mission to Somalia and the Bureau of African Affairs, should
20 Bureau of Administration ISP-1-19-09 Inspection of U.S. Mission to Somalia 10/29/2018 3 finalize all risk mitigation plans for third-party contracts as Started
required by Department guidance. (Action: A, in coordination with
U.S. Mission to Somalia and AF)

The Bureau of Administration, in coordination with Embassy
Banjul, should conduct a staff assistance visit to address contract
administration deficiencies. (Action: A, in coordination with
Embassy Banjul)

OIG recommends that the Bureau of Administration clarify and
reissue policy guidance in the Department of State Worldwide

22 Bureau of Administration AUD-CGI-19-24 Audit of the Department of State Purchase Card Program 3/15/2019 1 Purchase Card Program Manual to describe specifically when Resolved
purchase cards may be used to pay for “light refreshments” at
restaurants and caterers.

21 Bureau of Administration ISP-1-19-04 Inspection of Embassy Banjul, The Gambia 11/21/2018 6 Resolved
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OIG recommends that the Bureau of Administration clarify and
reissue policy guidance in the Department of State Worldwide
Purchase Card Program Manual to identify the required frequency
of “refresher training” for program participants.

23 Bureau of Administration AUD-CGI-19-24 Audit of the Department of State Purchase Card Program 3/15/2019 3 Resolved

OIG recommends that the Bureau of Administration compare all
policy guidance for the Purchase Card Program as promulgated in
24 Bureau of Administration AUD-CGI-19-24 Audit of the Department of State Purchase Card Program 3/15/2019 4 the Department of State Worldwide Purchase Card Program Resolved
Manual with the requirements set forth in the Foreign Affairs
Manual to ensure consistency between these documents.

OIG recommends that the Bureau of African Affairs not use
contractors to perform contract administration and oversight tasks
1/31/2014 2 to avoid assigning inherently governmental, critical, or closely Resolved
related functions to contractors, as prohibited by the Federal
Acquisition Regulation.

Audit of Department of State Selection and Positioning of

25 Bureau of African Affairs AUD-CG-14-07 . o ]
Contracting Officer’s Representatives

OIG recommends that the Bureau of African Affairs discontinue
the use of site coordinators in locations that allow Government
personnel to work within that country and develop and implement
Audit of the Administration and Oversight of Contracts and Grants 8/12/2014 5 processes to ensure that contracting officer’s representatives and
Within the Bureau of African Affairs government technical monitors with the appropriate levels of
Federal Acquisition Certification for Contracting Officer’s
Representatives are officially delegated to conduct oversight of
their assigned contracts.

26 Bureau of African Affairs AUD-CG-14-31 Resolved

OIG recommends that Bureau of African Affairs Grants Officer
Representatives (GOR) assess the risk of ongoing grants and
8/12/2014 24 identify and re-classify high-risk grant recipients. For each high-risk Resolved
recipient, GORs should develop a risk mitigation strategy that
includes changes to oversight and a corrective action plan.

Audit of the Administration and Oversight of Contracts and Grants

27 Bureau of African Affairs AUD-CG-14-31 Within the Bureau of African Affairs

UNCLASSIFIED
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The Bureau of African Affairs, in coordination with the Office of
the U.S. Global AIDS Coordinator and Health Diplomacy, should
28 Bureau of African Affairs ISP-1-18-01 Inspection of the Bureau of African Affairs 10/19/2017 2 update the President’s Emergency Plan for AIDS Relief agreement Resolved
to define roles and responsibilities for funds control, staffing, and
financial reporting. (Action: AF, in coordination with S/GAC)

The Bureau of African Affairs should require the designated
Domestic Information Systems Security Officers to regularly
perform and document their information systems security officer
responsibilities and complete required training. (Action: AF)

29 Bureau of African Affairs ISP-1-18-01 Inspection of the Bureau of African Affairs 10/19/2017 4 Resolved

The Bureau of African Affairs should implement a records
30 Bureau of African Affairs ISP-1-18-01 Inspection of the Bureau of African Affairs 10/19/2017 5 management program that complies with Department standards. Resolved
(Action: AF)

The Bureau of African Affairs should undertake a review of its
10/26/2017 1 foreign assistance programs to align policy, planning, resources, Resolved
and program decision-making. (Action: AF)

Inspection of the Bureau of African Affairs’ Foreign Assistance

31 Bureau of African Affairs ISP-1-18-02
Program Management

The Bureau of African Affairs should strengthen oversight of
Inspection of the Bureau of African Affairs’ Foreign Assistance 10/26/2017 5 foreign assistance program offices by realigning responsibilities to
Program Management provide coordinated senior-level leadership over foreign
assistance program management. (Action: AF)

32 Bureau of African Affairs ISP-1-18-02 Resolved

The Bureau of African Affairs should document its foreign
assistance business processes, including administrative
10/26/2017 3 responsibilities and internal control procedures for project Resolved
planning, funds management, human resources, contract and
grants management, and risk management. (Action: AF)

Inspection of the Bureau of African Affairs’ Foreign Assistance
Program Management

33 Bureau of African Affairs ISP-1-18-02

The Bureau of African Affairs should identify duplicative and
Inspection of the Bureau of African Affairs’ Foreign Assistance 10/26/2017 4 fragmented administrative functions related to monitoring and
Program Management evaluation, invoice reviews, and procurement, and consolidate
functions to improve program efficiency. (Action: AF)

34 Bureau of African Affairs ISP-1-18-02 Resolved

UNCLASSIFIED
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The Bureau of African Affairs should develop a bureau-wide
Inspection of the Bureau of African Affairs’ Foreign Assistance
35 Bureau of African Affairs ISP-1-18-02 P 8 10/26/2017 5 process to reclassify foreign assistance funds before the funds Resolved
Program Management .
cancel. (Action: AF)
The Bureau of African Affairs should implement mechanisms to
36 Bureau of African Affairs ISP-1-18-02 Inspection of the Bureau of African Affairs’ Foreign Assistance 10/26/2017 6 t.rack i.nformation on foreign assistance prog'rams .and provide‘ Resolved
Program Management financial and program reports to the bureau's senior leadership on
core program management responsibilities. (Action: AF)
The Bureau of African Affairs should implement risk management
37 Bureau of African Affairs ISP-1-18-02 Inspection of the Bureau of African Affairs’ Foreign Assistance 10/26/2017 7 policies and procedures for foreign a?ssistance that i.ncorpc.Jrate Resolved
Program Management measures to further reduce the likelihood that foreign assistance
will inadvertently finance terrorist activities. (Action: AF)
The Bureau of African Affairs, in coordination with the Bureau of
Administration, should develop a customized risk assessment
Inspection of the Bureau of African Affairs’ Foreign Assistance
38 Bureau of African Affairs ISP-1-18-02 P € 10/26/2017 9 template for Federal financial assistance to accurately assess and Resolved
Program Management ", . . . . . .
mitigate risks specific to programs in Africa. (Action: AF, in
coordination with A)
The Bureau of African Affairs should complete required monitoring
Inspection of the Bureau of African Affairs’ Foreign Assistance
39 Bureau of African Affairs ISP-1-18-02 pect! ureau ! ! '8 I 10/26/2017 10 and evaluation reports, as specified in individual Federal Resolved
Program Management . o .
assistance monitoring plans. (Action: AF)
The Bureau of African Affairs, in coordination with Embassy
Djibouti, should restructure the staffing of the Political-Economic
40 Bureau of African Affairs ISP-1-18-14 Inspection of Embassy Djibouti, Djibouti 4/18/2018 1 Section to more effectively support the embassy’s Integrated Resolved
Country Strategy goals (Action: AF, in coordination with Embassy
Djibouti)

UNCLASSIFIED
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41

Bureau of Budget and Planning

AUD-FM-18-44

Audit of the Department of State’s Process to Identify and Transfer
Excess Working Capital Funds

6/27/2018

OIG recommends that the Bureau of Budget and Planning develop
and implement procedures for determining excess earnings within
the Working Capital Fund on an annual basis, as required by 22
U.S. Code § 2684. The procedures, at a minimum, should include a
methodology to determine the amount of excess earnings in the
Working Capital Fund, a process to communicate the
determination to the Secretary of State, and the manner in which
excess earnings will be remitted to the U.S. Department of the
Treasury when determined to be in excess to the needs of the
fund.

Resolved

42

Bureau of Consular Affairs

ISP-1-17-04

Inspection of the Bureau of Consular Affairs, Office of Consular
Systems and Technology

12/9/2016

24

The Bureau of Consular Affairs should direct the Office of Consular
Systems and Technology to review the $18.54 million of
unliquidated obligations for contracts that require close out and
document justifications of remaining prior year balances. (Action:
CA)

Resolved

43

Bureau of Consular Affairs

AUD-FM-17-53

Audit of the Bureau of Consular Affairs Fee-Setting Methodology
for Selected Consular Services

9/7/2017

OIG recommends that the Bureau of Consular Affairs immediately
set the fee amounts charged for Machine Readable Visas in
accordance with Office of Management and Budget Circular A-25
and applicable fee statutes.

Resolved

44

Bureau of Consular Affairs

AUD-FM-17-53

Audit of the Bureau of Consular Affairs Fee-Setting Methodology
for Selected Consular Services

9/7/2017

0OIG recommends that the Bureau of Consular Affairs, in
coordination with the Bureau of Budget and Planning, (a) propose
legislative changes, as suggested by Office of Management and
Budget Circular A-25, to allow it to retain all consular fees
collected or (b) seek appropriated funds during the annual
budgeting process for any projected funding shortfalls created by
not being allowed to retain all consular fees collected.

Resolved

UNCLASSIFIED
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OIG recommends that the Bureau of Consular Affairs conduct an
analysis to determine and formally document in its procedures, a
reasonable maximum threshold for carry forward balances for
9/7/2017 4 each consular fee. Carry forward balances should be adequately Resolved
precise and adequately explained estimates of actual costs. This
determination should consider known and anticipated Consular
and Border Security Program costs.

Audit of the Bureau of Consular Affairs Fee-Setting Methodology

45 Bureau of Consular Affairs AUD-FM-17-53 .
for Selected Consular Services

OIG recommends that the Bureau of Consular Affairs design,
implement, and formally document a procedure to review prior-
Audit of the Bureau of Consular Affairs Fee-Setting Methodology year net financial results annually to determine whether the fee-
. 9/7/2017 5 . . Resolved
for Selected Consular Services setting methodology should be adjusted. The procedure should
include a process to determine the effect of excess revenue and

carry forward balances on the fee levels.

46 Bureau of Consular Affairs AUD-FM-17-53

OIG recommends that the Bureau of Consular Affairs remit
unobligated balances that exceed the carry forward threshold
9/7/2017 6 (Recommendation 4), which OIG reported as $284 million in funds Resolved
that could be put to better use for FY 2017, to the Department of
the Treasury.

OIG recommends that the Bureau of Consular Affairs develop
standardized reports within the Travel Documents Issuance
9/7/2017 9 System and Consular Consolidated Database to ensure the Resolved
complete, accurate, and consistent generation of workload counts
related to providing consular services.

OIG recommends that the Bureau of Consular Affairs develop and
implement procedures to include only actual expenditures in the
9/7/2017 10 Cost of Service Model and eliminate non-expenditure items (such Resolved
as obligations and allotments) from the cost inputs entered into
the model.

Audit of the Bureau of Consular Affairs Fee-Setting Methodology

47 Bureau of Consular Affairs AUD-FM-17-53 .
for Selected Consular Services

Audit of the Bureau of Consular Affairs Fee-Setting Methodology

48 Bureau of Consular Affairs AUD-FM-17-53 .
for Selected Consular Services

Audit of the Bureau of Consular Affairs Fee-Setting Methodology

49 Bureau of Consular Affairs AUD-FM-17-53 .
for Selected Consular Services

The Bureau of Consular Affairs should consolidate the Office of
6/7/2018 3 Policy Coordination and Public Affairs congressional functions into Resolved
a single organizational component. (Action: CA)

Inspection of the Bureau of Consular Affairs' Office of Policy

50 Bureau of Consular Affairs ISP-1-18-28 Coordination and Public Affairs

UNCLASSIFIED
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The Bureau of Consular Affairs should require that the Office of
Policy Coordination and Public Affairs monitor and document the
6/7/2018 5 performance of its labor-hour contractors and provide feedback to Resolved
the Contracting Officer’s Representative, in accordance with
Department guidance. (Action: CA)

Inspection of the Bureau of Consular Affairs' Office of Policy

51 Bureau of Consular Affairs ISP-1-18-28 Coordination and Public Affairs

The Bureau of Consular Affairs should implement access controls
Inspection of the Bureau of Consular Affairs’ Office of Fraud and information security oversight procedures for the Office of

52 Bureau of Consular Affairs ISP-1-18-42 pecti 8/24/2018 5 . y , gnt P . Resolved
Prevention Programs Fraud Prevention Programs’ standalone data analytics test

network as required by Department standards. (Action: CA)

The Bureau of Consular Affairs should perform an assessment to
determine the security categorization of the Office of Fraud
. Inspection of the Bureau of Consular Affairs’ Office of Fraud . ’y & .
53 Bureau of Consular Affairs ISP-1-18-42 . 8/24/2018 6 Prevention Programs’ case management system and implement Resolved
Prevention Programs . . . .
required security controls in accordance with Federal standards.
(Action: CA)

The Bureau of Consular Affairs, Office of Passport Services, in
conjunction with the Bureau of Diplomatic Security, should
develop centralized, searchable databases to track and manage
Review of Allegations of Improper Passport Seizures at Embassy 10/31/2018 1 passport revocation cases, as well as retentions of passports and
Sana’a, Yemen other documents seized on suspicion of fraud when citizens apply
for consular services, or under other circumstances, and to track
confiscations of such documents if they are seized on grounds
other than retention authority.

54 Bureau of Consular Affairs ESP-19-01 Resolved

UNCLASSIFIED
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The Bureau of Consular Affairs should coordinate with the Office
of the Legal Adviser to issue guidance and, if necessary, amend the
Foreign Affairs Manual to clarify (1) The differences between
retention and confiscation of a passport and any other authority
that exists to take a passport, the circumstances under which each
Review of Allegations of Improper Passport Seizures at Embassy is authorized, the types of documentation or data entries the
55 Bureau of Consular Affairs ESP-19-01 Sana’a. Yemen 10/31/2018 3 Department must create and maintain in exercising each Resolved
’ authority, the notifications and advisements that must be given to
the document holders in each case, and the fact that retentions
must be limited to a specific temporary period. (2) The
circumstances in which individuals whose passports are retained,
confiscated, or revoked while overseas are entitled to limited
validity passports to return to the United States.

The Bureau of Consular Affairs, in coordination with Embassy
Bogota, should complete its review of fee collections and

56 Bureau of Consular Affairs ISP-1-19-14 Inspection of Embassy Bogota, Colombia 4/17/2019 10 reconciliations in Colombia to determine and correct the cause of Resolved
the shortfall in nonimmigrant visa application fees. (Action: CA, in
coordination with Embassy Bogota)

0OIG recommends that the Bureau of Counterterrorism, in
coordination with the Bureau of Diplomatic Security, implement a
monitoring and evaluation system to include measuring

Bureau of Counterterrorism Management Assistance Report: Challenges Remain in Monitoring . . . > .
. . . . . . o performance in accordance with the requirements outlined in the
57 and Countering Violent AUD-MERO-17-37 and Overseeing Antiterrorism Assistance Program Activities in 5/31/2017 1 , . Resolved
Extremism Pakistan Department’s Performance Management Guidebook and the

Memorandum of Agreement executed between the Bureaus of
Counterterrorism and Diplomatic Security’s Office of Antiterrorism
Assistance.

UNCLASSIFIED
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OIG recommends that the Bureau of Democracy, Human Rights,
58 Bureau .Of Democracy, Human AUD-MERO-17-01 Audit of the Department of State Vetting Process for Syrian Non- 11/10/2016 5 and Labor distribute th.e consolida‘ted vetting guidance from Resolved
Rights, and Labor Lethal Assistance Recommendation 1 to implementing partners to make them
aware of Department vetting requirements.
OIG recommends that the Bureau of Democracy, Human Rights,
. . . and Labor develop and implement internal controls to verify that
Bureau of Democracy, Human Audit of the Department of State Vetting Process for Syrian Non- o . L . .
59 ureau . ¥, hu AUD-MERO-17-01 udl . P g yn 11/10/2016 6 its implementing partners are submitting information on required Resolved
Rights, and Labor Lethal Assistance - L . . .
individuals for vetting in accordance with the consolidated vetting
guidance from Recommendation 1.
OIG recommends that the Bureau of Democracy, Human Rights,
Bureau of Democracy, Human Audit of the Department of State Vetting Process for Syrian Non- ) . ureau v, nu ) '8
60 . AUD-MERO-17-01 . 11/10/2016 7 and Labor include in future award agreements the vetting Resolved
Rights, and Labor Lethal Assistance . .
requirements for Syria programs.
The Bureau of Democracy, Human Rights, and Labor should
Bureau of Democracy, Human . . L - .
61 Richts. and Labor ISP-1-19-11 Inspection of the Bureau of Democracy, Human Rights, and Labor | 10/24/2018 1 institute a formal, periodic process to develop policy goals, Resolved
gnts, monitor results, and align resources with priorities. (Action: DRL)
The Bureau of Democracy, Human Rights, and Labor should
Bureau of Democracy, Human . . .
62 Richts. and Labor ISP-1-19-11 Inspection of the Bureau of Democracy, Human Rights, and Labor | 10/24/2018 3 develop internal control procedures for the Leahy program and Resolved
gnts, monitor compliance with the procedures. (Action: DRL)
The Bureau of Democracy, Human Rights, and Labor should
Bureau of Democracy, Human . . identify and train dedicated staff to fulfill its statutor
63 . 4 ISP-1-19-11 Inspection of the Bureau of Democracy, Human Rights, and Labor 10/24/2018 5 y. e L . 4 . Resolved
Rights, and Labor responsibilities to provide timely human rights assessments in
connection with visa processing. (Action: DRL)
The Bureau of Democracy, Human Rights, and Labor, in
coordination with the Bureau of Consular Affairs and the Office of
Bureau of Democracy, Human . . the Legal Adviser, should update and issue a standard operatin
64 . ¢ ISP-1-19-11 Inspection of the Bureau of Democracy, Human Rights, and Labor | 10/24/2018 6 & . P . . .p. - & Resolved
Rights, and Labor procedure for processing human rights-related visa ineligibilities
under Section 7031(c) of the Consolidated Appropriations Act,
2017. (Action: DRL, in coordination with CA and L)
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The Bureau of Democracy, Human Rights, and Labor, in
coordination with the Bureau of Oceans and International
Bureau of Democracy, Human . . Environmental and Scientific Affairs, should monitor and
. Y ISP-1-19-11 Inspection of the Bureau of Democracy, Human Rights, and Labor 10/24/2018 7 . . Resolved
Rights, and Labor document the performance of its labor-hours contracts in
accordance with Department standards. (Action: DRL, in

coordination with OES)

65

The Bureau of Democracy, Human Rights, and Labor, in
coordination with the Bureau of Oceans and International
ISP-1-19-11 Inspection of the Bureau of Democracy, Human Rights, and Labor 10/24/2018 10 Environmental and Scientific Affairs, should update the INVEST Resolved
system’s authorization to operate, in accordance with Department
standards. (Action: DRL, in coordination with OES)

Bureau of Democracy, Human

66
Rights, and Labor

The Bureau of Democracy, Human Rights, and Labor should
Bureau of Democracy, Human ISP-1-19-12 Inspection of the Bureau of Democracy, Human Rights, and Labor’s 10/29/2018 5 implement quality control procedures to plan, conduct, and

Rights, and Labor Foreign Assistance Program Management document site visits in accordance with grant monitoring plans
and the Federal Assistance Directive. (Action: DRL)

. Resolved

The Bureau of Democracy, Human Rights, and Labor, in
coordination with the Bureau of Administration, should finalize a
10/29/2018 3 service level agreement clarifying the Bureau of Administration’s Resolved
responsibilities for grants support. (Action: DRL, in coordination
with A)

Bureau of Democracy, Human ISP-1-19-12 Inspection of the Bureau of Democracy, Human Rights, and Labor’s

68
Rights, and Labor Foreign Assistance Program Management

The Bureau of Democracy, Human Rights, and Labor should modify
10/29/2018 5 its grants processes to accurately record expenditures in the Resolved
Department’s financial system. (Action: DRL)

Bureau of Democracy, Human 1SP-1-19-12 Inspection of the Bureau of Democracy, Human Rights, and Labor’s

69
Rights, and Labor Foreign Assistance Program Management

The Bureau of Democracy, Human Rights, and Labor, in
coordination with the Bureau of the Comptroller and Global
Financial Services and the Office of the Legal Adviser, should
10/29/2018 6 determine whether grants payment irregularities identified for Resolved
award number S-LMAQM-17-CA-1232 constitute a violation of the
Anti-Deficiency Act and, if so, report the violation. (Action: DRL, in
coordination with CGFS and L)

Bureau of Democracy, Human 1SP-1-19-12 Inspection of the Bureau of Democracy, Human Rights, and Labor’s

70
Rights, and Labor Foreign Assistance Program Management
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The Department should take steps (as previously recommended in
OIG’s report on the 2012 inspection (ISP-1-13-18)), to enhance the
. . . Review of Selected Internal Investigations Conducted by the . . P , . . P L ( ) . .
71 Bureau of Diplomatic Security ESP-15-01 . . . 10/16/2014 1 integrity of DS’s internal investigations process by implementing Unresolved
Bureau of Diplomatic Security
safeguards to prevent the appearance of, or actual, undue
influence and favoritism by Department officials.

The Bureau of Diplomatic Security, Office of Personnel Security
and Suitability, in coordination with the Bureau of Human
Resources, should establish clear responsibilities for the

72 Bureau of Diplomatic Security ESP-17-02 Evaluation of the Department of State’s Security Clearance Process| 7/19/2017 2 processing of security clearance requests in order to reduce or Resolved
eliminate unnecessary delays in the clearance process and require
appropriate training for all Human Resources personnel involved
in the process.

The Bureau of Diplomatic Security should perform a workforce
analysis of its employees who perform security clearance work to
ensure that it has the proper staffing levels in place to meet its
timeliness goals.

73 Bureau of Diplomatic Security ESP-17-02 Evaluation of the Department of State’s Security Clearance Process| 7/19/2017 3 Resolved

The Bureau of Diplomatic Security, Office of Personnel Security
and Suitability should determine the actual cost of the security
74 Bureau of Diplomatic Security ESP-17-02 Evaluation of the Department of State’s Security Clearance Process| 7/19/2017 5 clearance work it performs for other Government agencies in Resolved
order to fully recoup its expended funds, in accordance with the
Economy Act and Department policy.

The Bureau of Diplomatic Security, in coordination with the
Bureau of Information Resource Management and regional
bureaus, should require implementation of Cyber Security
7/26/2017 1 Assessment report recommendations and establish a process to Resolved
track and verify that overseas posts comply with those
recommendations. (Action: DS, in coordination with IRM, AF, EAP,
EUR, NEA, SCA, and WHA)

Management Assistance Report: Deficiencies Reported in Cyber

75 Bureau of Diplomatic Securit ISP-17-39
P ¥ Security Assessment Reports Remain Uncorrected
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OIG recommends that the Bureau of Diplomatic Security, in
conjunction with the Bureau of Legislative Affairs, (a) identify the
detailed steps and action entities needed to prepare and submit
reports on reward payments made within 30 days of the payment
7/28/2017 1 of such rewards; (b) determine the amount of time for each step, Resolved
including the amount of time the Bureau of Legislative Affairs
needs to finalize and send each report to Congress; and (c)
redesign the flow and processes to meet the 30-day reporting
requirement.

Audit of the Process To Approve, Disburse, and Report Rewards for

76 Bureau of Diplomatic Security AUD-SI-17-48 .
Justice Payments

OIG recommends that the Bureau of Diplomatic Security (a)
develop and implement a process to follow up with the
nominating agencies on the status of the reward payment receipts
Aud.it of the Process To Approve, Disburse, and Report Rewards for 7/28/2017 5 to help expedite the submittfal of.ReV\{ard Payment Re.ports within Resolved
Justice Payments the mandated 30-day reporting timeline and (b) consider entering
into formal agreements (that is, Letters of Agreement) with the
nominating agencies to strengthen the joint commitments toward

timely submissions of reports to Congress.

77 Bureau of Diplomatic Security AUD-SI-17-48

OIG recommends that the Bureau of Diplomatic Security, in
coordination with the Bureau of Legislative Affairs, establish and
implement a process to (a) identify the expenses necessary to
operate the Rewards for Justice Program, (b) compile and
7/28/2017 3 accumulate data on operating expenses annually, (c) prepare the Resolved
annual report, and (d) submit the report to the Bureau of
Legislative Affairs within timeframes as agreed to by the Bureau of
Legislative Affairs to meet the requirement to submit the annual
report no later than 60 days after the end of each fiscal year.

Audit of the Process To Approve, Disburse, and Report Rewards for

78 Bureau of Diplomatic Security AUD-SI-17-48 .
Justice Payments
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79

Bureau of Diplomatic Security

AUD-MERO-18-53

Management Assistance Report: Medical Personnel Assigned to
Protective Movement Details at U.S. Embassy Baghdad, Iraq, Lack
Access to Needed Medications

8/2/2018

OIG recommends that the Bureau of Diplomatic Security, in
conjunction with the Bureau of Administration, Office of Logistics
Management, Office of Acquisitions Management, assess the
issues preventing the importation of the five controlled
medications—Ketamine, Diazepam, Midazolam, Morphine, and
Oxycodone—and take appropriate action to facilitate the
acquisition of the medications necessary to support the efforts of
paramedics assigned to protective movement details at U.S.
Embassy Baghdad.

Resolved

80

Bureau of Diplomatic Security

AUD-SI-18-49

Management Assistance Report: The Bureau of Diplomatic
Security’s Office of Training and Performance Standards Should
Improve Property Management Over Equipment Provided During
High-Threat Training

8/10/2018

OIG recommends that the Bureau of Diplomatic Security, Training
Directorate, Office of Training and Performance Standards, in
coordination with the Bureau of Diplomatic Security,
Countermeasures Directorate, Office of Physical Security
Programs, Defensive Equipment and Armored Vehicle Division,
complete and implement an action plan to record accountable
property contained in the high-threat kits that are on hand, along
with any new kits delivered, into the Department’s Integrated
Logistics Management System-Asset Management application, as
required by Volume 14 of the Foreign Affairs Manual, Section
421.1(c), within 30 days after this Management Assistance Report
has been issued.

Resolved

81

Bureau of Diplomatic Security

AUD-SI-18-49

Management Assistance Report: The Bureau of Diplomatic
Security’s Office of Training and Performance Standards Should
Improve Property Management Over Equipment Provided During
High-Threat Training

8/10/2018

OIG recommends that the Bureau of Diplomatic Security, Training
Directorate, Office of Training and Performance Standards,
perform a physical inventory of its accountable property, as
required by Volume 14 of the Foreign Affairs Manual, Section 426,
once an action plan for recording this property (Recommendation
1) has been completed.

Resolved

UNCLASSIFIED

Page 17 of 123




Use CTRL+F to Enter Search Terms

#

ACTION OFFICE

REPORT NUMBER

UNCLASSIFIED
U.S. Department of State - Office of Inspector General

Open Recommendations - Unclassified

As of April 30, 2019

REPORT TITLE

ISSUE DATE

REC NUMBER

RECOMMENDATION

REC STATUS

82

Bureau of Diplomatic Security

AUD-SI-18-49

Management Assistance Report: The Bureau of Diplomatic
Security’s Office of Training and Performance Standards Should
Improve Property Management Over Equipment Provided During
High-Threat Training

8/10/2018

OIG recommends that the Bureau of Diplomatic Security, Training
Directorate, Office of Training and Performance Standards (TPS), in
coordination with the Bureau of Diplomatic Security,
Countermeasures Directorate, Office of Physical Security
Programs, Defensive Equipment and Armored Vehicle Division,
complete its joint effort to develop and implement a process to
manage accountable property in the high-threat kits in accordance
with requirements in Volume 14 of the Foreign Affairs Manual,
Sections 420 and 426, and the Property Accountability
requirements in Section 5-25 of TPS’s Standard Operating
Procedures. This process should (a) identify and record all
accountable property in high-threat kits when the kits have been
received and issued and returned and (b) provide steps for
performing annual inventories.

Resolved

83

Bureau of Diplomatic Security

AUD-SI-18-49

Management Assistance Report: The Bureau of Diplomatic
Security’s Office of Training and Performance Standards Should
Improve Property Management Over Equipment Provided During
High-Threat Training

8/10/2018

OIG recommends that the Bureau of Diplomatic Security, Training
Directorate, Office of Training and Performance Standards, in
coordination with the Bureau of Diplomatic Security,
Countermeasures Directorate, Office of Physical Security
Programs, Defensive Equipment and Armored Vehicle Division,
develop and implement an action plan to develop procedures that
require property issued to employees for an extended period of
time comply with charge out policies included in Volume 14 of the
Foreign Affairs Manual, Section 425.3-4(c). At a minimum, these
procedures should include recording data related to issuing the
property (e.g., the date of issuance, the name and signature of the
individual responsible for the property, and the item serial
numbers, as appropriate) and factors related to performing
periodic checks on location or condition of the property and on
returning the equipment (e.g., the date of return and the
condition of the property).

Resolved

UNCLASSIFIED

Page 18 of 123




UNCLASSIFIED
U.S. Department of State - Office of Inspector General

Open Recommendations - Unclassified
As of April 30, 2019

Use CTRL+F to Enter Search Terms

#

ACTION OFFICE

REPORT NUMBER

REPORT TITLE

ISSUE DATE

REC NUMBER

RECOMMENDATION

REC STATUS

84

Bureau of Diplomatic Security

AUD-SI-18-49

Management Assistance Report: The Bureau of Diplomatic
Security’s Office of Training and Performance Standards Should
Improve Property Management Over Equipment Provided During
High-Threat Training

8/10/2018

OIG recommends that the Bureau of Diplomatic Security, Training
Directorate, Office of Training and Performance Standards (TPS),
develop and implement an action plan to identify and record
accountable property previously purchased and charged out or
issued to employees from October 2015 to the present. This plan
should include a reconciliation of the items to the invoices of items
purchased to ensure completeness and should detail how TPS will
update the asset management systems with information on
accountable property.

Resolved

85

Bureau of Diplomatic Security

ESP-19-01

Review of Allegations of Improper Passport Seizures at Embassy
Sana’a, Yemen

10/31/2018

The Bureau of Consular Affairs and the Bureau of Diplomatic
Security should ensure that all ARSO-Is receive appropriate
training on the clarifications described in Recommendation 3 and
identify a single point of contact for ARSO-Is and other DS agents
seeking legal guidance.

Resolved

86

Bureau of East Asian and
Pacific Affairs

ISP-1-18-06

Inspection of Consulate General Hong Kong, China

11/30/2017

The Bureau of East Asian and Pacific Affairs, in coordination with
Consulate General Hong Kong and the Bureau of Human
Resources, should determine the number and levels for language
designated positions at Consulate General Hong Kong in
accordance with Department standards, and put up to $2 million
to better use. (Action: EAP, in coordination with Consulate General
Hong Kong and DGHR)

Resolved

87

Bureau of Educational and
Cultural Affairs

AUD-CGI-18-15

Audit of the Administration of Selected Cooperative Agreements
Awarded to the Institute of International Education by the Bureau
of Educational and Cultural Affairs

2/9/2018

OIG recommends that the Bureau of Educational and Cultural
Affairs (a) determine whether the unsupported cost-sharing
contributions of $14,829,120 for cooperative agreement S-ECAGD-
14-CA-1017 (October 1, 2013, through September 30, 2016) are
supported and (b) reduce, for any cost-sharing contribution
determined to be unsupported, the Department of State’s funding
for the agreement accordingly, as stipulated in the agreement.

Resolved
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OIG recommends that the Bureau of Educational and Cultural

Affairs (a) determine whether the unsupported cost-sharing

contributions of $19,153,955 for cooperative agreement S-ECAGD-

Audit of the Administration of Selected Cooperative Agreements

Bureau of Educational and ud! I I, : . P ,IV g 15-CA-1015 (December 11, 2014, through September 30, 2016)

88 , AUD-CGI-18-15 Awarded to the Institute of International Education by the Bureau 2/9/2018 6 } . Resolved

Cultural Affairs . . are supported and (b) reduce, for any cost-sharing contribution

of Educational and Cultural Affairs . , .
determined to be unsupported, the Department of State’s funding

for the cooperative agreement accordingly, as stipulated in the

agreement.

OIG recommends that the Bureau of European and Eurasian
Affairs develop and implement procedures to monitor and verify

Bureau of European and Audit of the Bureau of European and Eurasian Affairs the completeness, accessibility, retention, and review of
89 AUD-CGI-18-50 8/13/2018 1 Resolved
Eurasian Affairs Administration and Oversight of Selected Contracts and Grants /13/ Contracting Officer’s Representatives files in accordance with the v
Federal Acquisition Regulation 1.604(c), the Foreign Affairs
Handbook 14 FAH-2 H-142(b), and 14 FAH-2 H-517(a-b).
OIG recommends that the Bureau of European and Eurasian
Affairs, in coordination with the Bureau of Administration, Office
of Logistics Management, Office of Acquisitions Management,
Bureau of European and Audit of the Bureau of European and Eurasian Affairs g . & . q &
90 . . AUD-CGI-18-50 L ) . 8/13/2018 3 develop and implement a communications strategy to ensure that Resolved
Eurasian Affairs Administration and Oversight of Selected Contracts and Grants

Contracting Officer’s Representatives are aware that a quality
assurance surveillance plan is required for contracts and task
orders.

OIG recommends that the Bureau of European and Eurasian
8/13/2018 5 Affairs, develop and implement procedures detailing the required Resolved
use of COR eFiling.

Bureau of European and AUD-CGI-18-50 Audit of the Bureau of European and Eurasian Affairs

91
Eurasian Affairs Administration and Oversight of Selected Contracts and Grants
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OIG recommends that the Bureau of European and Eurasian
Affairs, in coordination with Bureau of Administration, Office of
the Procurement Executive, develop and implement procedures
for Contracting Officer’s Representatives and Government
Bureau of European and Audit of the Bureau of European and Eurasian Affairs Technical Monitors for (a) reviewing various types of invoices, (b)
) . AUD-CGI-18-50 - . . 8/13/2018 6 o . . . "

Eurasian Affairs Administration and Oversight of Selected Contracts and Grants obtaining sufficient supporting documentation, (c) confirming that
labor hours billed are supported by contractor timesheets and
charged to the corresponding task order, and (d) verifying that
expense reports are included and are supported by attached
receipts.

o Resolved

OIG recommends that the Bureau of European and Eurasian
Affairs develop and implement procedures to ensure that it
complies with the Bureau of Administration, Office of the
Procurement Executive’s guidance to nominate eligible Federal
Acquisition Certification for Contracting Officer’s Representative
8/13/2018 7 candidates to the Contracting Officer (CO) for official designation Resolved
as a Contracting Officer’s Representative (COR), Alternate
Contracting Officer’s Representative (A/COR), and Government
Technical Monitor (GTM) and ensure that other COR, A/COR, or
GTM candidates do not fulfill this role without the CO’s
concurrence and written designation.

Bureau of European and AUD-CGI-18-50 Audit of the Bureau of European and Eurasian Affairs

93
Eurasian Affairs Administration and Oversight of Selected Contracts and Grants

OIG recommends that the Bureau of European and Eurasian
Affairs, in coordination with the Bureau of Administration, Office
of Logistics Management, Office of Acquisitions Management,
develop and implement guidelines requiring supervisors of
8/13/2018 10 Contracting Officer’s Representatives (COR) and Government Resolved
Technical Monitors (GTM) to obtain formal feedback from
Contracting Officers regarding employee performance and
incorporate this feedback into COR and GTM performance
evaluations.

Bureau of European and AUD-CGI-18-50 Audit of the Bureau of European and Eurasian Affairs

94
Eurasian Affairs Administration and Oversight of Selected Contracts and Grants
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OIG recommends that the Bureau of European and Eurasian

Affairs develop and implement standard operating procedures to
require and verify that grant awards include appropriate and

Bureau of European and Audit of the Bureau of European and Eurasian Affairs q . y € e ) PP p.

. . AUD-CGI-18-50 . ) . 8/13/2018 11 clearly defined performance indicators with all required Resolved
Eurasian Affairs Administration and Oversight of Selected Contracts and Grants )
components to measure the progress of a grant award in

accordance with the Department of State’s Federal Assistance

Directive.

OIG recommends that the Bureau of European and Eurasian
Affairs develop and implement a process to verify that Grants

Bureau of European and Audit of the Bureau of European and Eurasian Affairs Officer Representatives develop and use monitoring plans that

. . AUD-CGI-18-50 . . . 8/13/2018 12 . . . .

Eurasian Affairs Administration and Oversight of Selected Contracts and Grants include all required elements to conduct surveillance activities in

accordance with the Department of State’s Federal Assistance

Directive.

95

96 Resolved

OIG recommends that the Bureau of European and Eurasian

Affairs develop and implement a process to verify Grants Officer
Bureau of.Europefa\n and AUD-CGI-18-50 Audi'F 9f the.Bureau of Eutjopean and Eurasian Affairs 8/13/2018 13 Representativ?s compliance with require.men'Fs to perform ar.ld
Eurasian Affairs Administration and Oversight of Selected Contracts and Grants document reviews of performance and financial reports within 30
days of receipt of reports, which is consistent with the Department
of State’s Federal Assistance Directive.

. Resolved

OIG recommends that the Bureau of European and Eurasian
Affairs develop and implement a process to require and verify that

Bureau of European and Audit of the Bureau of European and Eurasian Affairs Grants Officer Representatives perform and document site visits

. . AUD-CGI-18-50 . . . 8/13/2018 14 L. . .

Eurasian Affairs Administration and Oversight of Selected Contracts and Grants for each grant recipient commensurate with the complexity and

value of the grant and as outlined in the monitoring plan for the

grant.

98 Resolved
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OIG recommends that the Bureau of European and Eurasian
Affairs, in coordination with the Bureau of Administration, Office
of Logistics Management, Office of Acquisitions Management,
8/13/2018 15 develop and implement guidelines requiring supervisors of Grants Resolved
Officer Representatives (GOR) to obtain formal feedback from
Grants Officers regarding GOR performance and incorporate this
feedback into GOR performance evaluations.

Bureau of European and AUD-CGI-18-50 Audit of the Bureau of European and Eurasian Affairs

99
Eurasian Affairs Administration and Oversight of Selected Contracts and Grants

OIG recommends that the Office of the Director General for
Human Resources, in conjunction with the Bureau of the
100 Bureau of Human Resources AUD-CGI-16-48 Audit of the Department of State Travel Card Program 9/27/2016 3 Comptroller and Global Financial Services, develop and implement Resolved
administrative and disciplinary procedures related to the Travel
Card Program to include misuse, non-usage, and abuse.

The Bureau of Human Resources, in conjunction with the Bureau
Department of State Has Administrative Leave Policies but Lacks 9/30/2016 ) of the Comptroller and Global Financial Services, should identify
Complete and Accurate Data on the Use of Leave and remedy the causes of the discrepancy with its administrative
leave records.

The Director General of the Foreign Service and Director of Human
Management Assistance Report: Department Can Take Steps 7/26/2017 1 Resources should institute annual surveys of American and locally
Toward More Effective Executive Direction of Overseas Missions employed staff to provide feedback on Chief of Mission
performance. (Action: DGHR)

101 Bureau of Human Resources ESP-16-04 Resolved

102 Bureau of Human Resources ISP-17-38 Resolved

The Director General of the Foreign Service and Director of Human
Resources should issue additional Foreign Affairs Manual and
Management Assistance Report: Department Can Take Steps 7/26/2017 3 Foreign Affairs Handbook guidance requiring all chiefs of mission
Toward More Effective Executive Direction of Overseas Missions and deputy chiefs of mission to implement structured First- and
Second-Tour employee programs in collaboration with First- and
Second-Tour employees at their posts. (Action: DGHR)

103 Bureau of Human Resources ISP-17-38 Started
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The Bureau of Human Resources, in coordination with the Bureau
of Information Resource Management, should conduct an
organizational assessment of the Office of Governance, Resource,
4/24/2018 1 and Performance Management, including a review of its Resolved
organizational structure, roles, and responsibilities, and reallocate
or reprogram resources as necessary. (Action: DGHR, in
coordination with IRM)

The Bureau of Human Resources should respond to Embassy
5/4/2018 3 Lisbon’s request for proposed changes to the local compensation Resolved
plan. (Action: DGHR)

Inspection of the Bureau of Information Resource Management’s

104 Bureau of Human Resources ISP-1-18-15
ureau u ! Office of Governance, Resource, and Performance Management

Inspection of Embassy Lisbon and Consulate Ponta Delgada,

105 Bureau of Human Resources ISP-1-18-22
Portugal

The Bureau of Human Resources, in coordination with the Bureau

Inspection of the Bureau of Consular Affairs’ Office of Fraud of Consular Affairs, should conduct a maintenance review of the
) 8/24/2018 3 . . . . Resolved

Prevention Programs Office of Fraud Prevention Programs’ position descriptions.

(Action: DGHR, in coordination with CA)

106 Bureau of Human Resources ISP-1-18-42

The Bureau of Human Resources should adopt a policy requiring
consultation with the Office of the Legal Adviser when Schedule B
2/11/2019 1 hiring requests have characteristics similar to the examples Resolved
described in this report to ensure all appointments comply with
OPM regulations and relevant policies.

Evaluation of the Department of State's Use of Schedule B Hiring

107 Bureau of Human Resources ESP-19-03 .
Authority

The Bureau of Human Resources, in conjunction with the Office of
the Legal Adviser, should amend the Department's Schedule B
2/11/2019 2 Policy, Number 07-09A, to clarify the circumstances, if any, in Resolved
which it would be appropriate to appoint current career
employees or contractor employees to Schedule B positions.

Evaluation of the Department of State's Use of Schedule B Hiring

108 Bureau of Human Resources ESP-19-03 .
Authority

OIG recommends that the Bureau of Information Resource
Management establish and implement a plan to review IT

109 Bureau of Information AUD-EM-16-31 Audit of 'fhe Department of State Process To Select and Approve 3/23/2016 8 investme.nt reorganizations.that occurred since IfY 2010 to ensure
Resource Management Information Technology Investments that the investments resulting from the reorganizations comply
with Office of Management and Budget requirements for
information technology investments.

Resolved
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OIG recommends that the Bureau of Information Resource
Management develop and implement a process to (a) identify and
review all bureau-specific IT investment methodologies (ones
currently in place as well as ones that will be developed in the
future); (b) determine whether the bureau-specific IT investment
methodologies comply with Office of Management and Budget
3/23/2016 10 Circular A-130; and, if they do not comply, (c) provide bureaus Resolved
with guidance regarding the modifications needed to fully comply
and verify that the methodologies were modified as necessary.
This effort should include reviewing the standard forms used by
each bureau during the IT selection process to ensure consistency
and compliance with Office of Management and Budget Circular A-
130.

110 Bureau of Information AUD-EM-16-31 Audit of the Department of State Process To Select and Approve
Resource Management Information Technology Investments

OIG recommends that the Bureau of Information Resource
111 Bureau of Information AUD-EM-16-31 Audit of t.he Department of State Process To Select and Approve 3/23/2016 1 Management develop anc! implement policies and pro?edures to.
Resource Management Information Technology Investments oversee and enforce requirements for bureaus and offices to avoid
duplicative IT investments.
OIG recommends that the Bureau of Information Resource
Management develop and implement a process to perform
3/23/2016 12 periodic, but no less than annual, reviews of the entire agency IT Resolved
portfolio to enforce bureau accountability and identify potential

duplicative systems.

Resolved

112 Bureau of Information AUD-EM-16-31 Audit of the Department of State Process To Select and Approve
Resource Management Information Technology Investments

For duplicative systems that are identified by the new process
implemented to perform periodic reviews of the entire agency IT
113 Bureau of Information AUD-EM-16-31 Audit of t.he Department of State Process To Select and Approve 3/23/2016 13 portfolio (Récommendation 12), OIG recommends that the Bureau

Resource Management Information Technology Investments of Information Resource Management develop and implement a
strategy to combine, eliminate, or replace duplicative systems, as
practicable.

Resolved
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OIG recommends that the Bureau of Information Resource
Management develop and implement a strategy to perform

Bureau of Information Audit of the Department of State Process To Select and Approve
114 AUD-FM-16-31 . P i 3/23/2016 14 semiannual or more frequent reviews of bureau-funded IT Resolved
Resource Management Information Technology Investments . . .
contracts to identify new IT investments developed as part of the
contracts.
OIG recommends that the Bureau of Information Resource
Management (a) develop and implement a policy requiring
Bureau of Information Audit of the Department of State Process To Select and Approve bureaus and offices to provide details of IT investments, programs,
115 AUD-FM-16-31 P PP 3/23/2016 17 P prog Resolved

Resource Management Information Technology Investments and projects in iMatrix and (b) develop and disseminate guidance
specifying the level of detail necessary for each investment,
including general descriptions and technical capabilities.

OIG recommends that the Bureau of Information Resource
Management develop and issue a policy stating that bureaus must

Bureau of Information Audit of the Department of State Process To Select and Approve
116 AUD-FM-16-31 . P PP 3/23/2016 20 update the information on non-major investments in iMatrix Resolved
Resource Management Information Technology Investments
quarterly, rather than only when the reports are due to be
submitted to the Office of Management and Budget.
OIG recommends that the Bureau of Information Resource
Management, in coordination with the Bureau of Budget and
Bureau of Information Audit of the Department of State Process To Select and Approve Planning, develop and implement a process to verify that all
117 AUD-FM-16-31 P PP 3/23/2016 22 § P P P y Resolved

Resource Management Information Technology Investments bureau and office IT investment managers and budget analysts
complete the respective training courses related to IT capital
planning and reporting that are provided annually.

OIG recommends that the Bureau of Information Resource
Management, in coordination with the Bureau of Budget and
3/23/2016 23 Planning, include information on reporting reimbursable costs in Resolved
the annual training provided to investment managers and budget
analysts on how to report IT investment data in iMatrix.

Bureau of Information Audit of the Department of State Process To Select and Appro
118 ureau ! AUD-FM-16-31 udit ot the Dep ces ¢ pprove
Resource Management Information Technology Investments
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OIG recommends that the Bureau of Information Resource
Management, in coordination with the Bureau of Budget and
Planning, develop and implement a process to validate the
3/23/2016 25 completeness of the data in iMatrix. At a minimum, this process Resolved
should include an analysis of IT expenditures in the financial
management system to ensure expenditures are reported in
iMatrix, as needed.

OIG recommends that the Bureau of Information Resource
Management, in coordination with the Bureau of Budget and
120 Bureau of Information AUD-EM-16-31 Audit of t.he Department of State Process To Select and Approve 3/23/2016 2 Planning, deveIoP a'nd im.plem.ent a prc.)cess to validate? the
Resource Management Information Technology Investments accuracy of data in iMatrix. This could include developing and
implementing analytical procedures to identify anomalies in
iMatrix data.

OIG recommends that the Bureau of Information Resource

121 Bureau of Information AUD-EM-16-31 Audit of t.he Department of State Process To Select and Approve 3/23/2016 27 Manag?ment develc')p and implement a policy requiring bureaus
Resource Management Information Technology Investments and offices to submit source documents to support the
information entered into iMatrix.

119 Bureau of Information AUD-EM-16-31 Audit of t.he Department of State Process To Select and Approve
Resource Management Information Technology Investments

Resolved

Resolved

OIG recommends that the Bureau of Information Resource
Management develop and implement a process to verify that

122 Bureau of Information AUD-EM-16-31 Audit of t.he Department of State Process To Select and Approve 3/23/2016 )8 bure.zaus and.offices are s.ubm.itting.so.urce documents. to supporAt
Resource Management Information Technology Investments the information entered into iMatrix in accordance with the policy
developed that requires bureaus and offices to submit source
documents that support the information entered into iMatrix.

Resolved

OIG recommends that the Bureau of Information Resource
Bureau of Information Audit of the Department of State Process To Select and Approve Management determine the information for non-major

123 AUD-FM-16-31 ;e vep PP 3/23/2016 29 vianag , ron tort )

Resource Management Information Technology Investments investments that should be included in iMatrix and develop a

policy to implement that determination.

Resolved

UNCLASSIFIED
Page 27 of 123



UNCLASSIFIED
U.S. Department of State - Office of Inspector General

Open Recommendations - Unclassified
As of April 30, 2019

Use CTRL+F to Enter Search Terms

#

ACTION OFFICE

REPORT NUMBER

REPORT TITLE

ISSUE DATE

REC NUMBER

RECOMMENDATION

REC STATUS

124

Bureau of Information
Resource Management

AUD-IT-17-56

Management Assistance Report: The Process to Authorize and
Track Information Technology Systems Needs Improvement

8/29/2017

OIG recommends that the Bureau of Information Resource
Management develop and implement a corrective action plan that
addresses how the Department will comply with Department
policy on the Systems Authorization Process. The corrective action
plan should identify the root cause of compliance failures, action
steps to resolve such compliance failures, improvement
benchmarks and a timeframe for completion, and an escalation
process to hold system owners accountable.

Resolved

125

Bureau of Information
Resource Management

AUD-IT-17-61

Audit of the Department of State’s Efforts to Detect and Address
the Use of Unapproved Portable Devices

9/14/2017

OIG recommends that the Bureau of Information Resource
Management enforce its authority to administer the use of
portable devices in the Department of State, as well as the
policies, standards, and procedures related to portable devices.

Resolved

126

Bureau of Information
Resource Management

AUD-IT-17-64

Audit of the Department of State’s Information Technology
Configuration Control Board

9/27/2017

OIG recommends that the Bureau of Information Resource
Management develop and implement a detailed program plan for
the Information Technology Configuration Control Board process
that includes clear goals and attainable objectives and defines
areas of authority and responsibility.

Resolved

127

Bureau of Information
Resource Management

AUD-IT-17-64

Audit of the Department of State’s Information Technology
Configuration Control Board

9/27/2017

OIG recommends that the Bureau of Information Resource
Management develop and implement a process to establish and
periodically update a list of system, product, or software owners
who will be authorized to make change requests for their system,
product, or software. The list should be made available to users
and members of the Information Technology Configuration
Control Board through the Information Technology Configuration
Control Board website or applicable policies and procedures
outlined in Recommendation 12.

Resolved
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OIG recommends that the Bureau of Information Resource
Management determine what documentation is needed to
support a change request and modify the policies and procedures
9/27/2017 3 outlined in Recommendation 12 or other guidance, such as the Resolved
submitters guide, provided to change request submitters to reflect
the documentation that is required for a complete and accurate
change request submission.

128 Bureau of Information AUD-IT-17-64 AudiF of th.e Department of State’s Information Technology
Resource Management Configuration Control Board

OIG recommends that the Bureau of Information Resource
Management develop and implement guidance for change
requests to require and include: (a) minimum testing standards for
change requests, (b) instructions that testing be performed in
9/27/2017 4 advance of the change request being submitted and that the Resolved
testing documentation be submitted as part of the change request
process, and (c) a clearly defined technical review of the testing
documentation that is submitted to verify the documentation
complies with minimum standards.

Bureau of Information Audit of the Department of State’s Information Technolo
129 ureau ! AUD-IT-17-64 udit otthe Dep ! gy
Resource Management Configuration Control Board

OIG recommends that the Bureau of Information Resource
Bureau of Information Audit of the Department of State’s Information Technolo Management remove the default proceed ability for Technical

130 AUD-IT-17-64 vorthe bep gy 9/27/2017 5 1ageme : P yTor Jechnic

Resource Management Configuration Control Board Reviewers in the Virtual Information Technology Configuration

Control Board application.

Resolved

OIG recommends that the Bureau of Information Resource
Management formally notify all Technical Reviewers that default
proceeds are no longer allowed and that all Technical Reviewers
9/27/2017 6 must review all change requests and either approve, stop, or Resolved
reject the change request. Policies and procedures outlined in
Recommendation 12 or other guidance should be updated to
reflect this change to the process.

Bureau of Information Audit of the Department of State’s Information Technolo
131 ureau ! AUD-IT-17-64 uditotthe bep > lon Technology
Resource Management Configuration Control Board
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OIG recommends that the Bureau of Information Resource
Management develop and implement a quality assurance
assessment process for all change requests going through the
enterprise-wide Information Technology Configuration Control
9/27/2017 7 Board. At a minimum, the quality assurance pro