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Recommendation Status

As of June 30, 2020, the OIG Management Information System (MIS)
reported the following recommendation counts:

Sensitive
Unclassified and Classified Total

53
C'°‘°‘e°' 30

within
Month

M n
Newly O***

Issued

*Classified recommendations are not included in these totals because of delays in preparing classified materials due to OIG’s
effort to maximize telework and social distancing during the COVID-19 pandemic.

**This total includes the following recommendations associated with the IBWC: Open Unclassified: + 1 and Open Sensitive: +8.

***This total excludes 2 DOS reports issued in July 2020 with 8 recommendations, 6 of which are closed, 1 is resolved, and 1 is
unresolved.

Recommendation Status Explained

Unresolved: No agreement between OIG and management on the
recommendation or proposed corrective action (remains open).

Resolved: Agreement on the recommendation and proposed corrective action
(remains open) but implementation has not been completed.

Closed: Agreed upon corrective action is complete.

Action Office: The organization to which a recommendation has been assigned
for action.

Searching Explained

The recommendations are sorted alphabetically by
action office, then by the date the report
containing the recommendations was issued.

Use Ctrl+F within your internet browser to search
for keywords within this PDF document.

Example searches:

To find recommendations related to a particular
bureau or office, type the name of that bureau
or office. For example, "Office of the Deputy
Secretary” or “Bureau of Diplomatic Security.”
View the Department of State Organizational
Chart for more information on Department
bureaus and offices.

To find recommendations related to a particular
embassy, type "Embassy” and the city in which
the embassy is located. For example, "Embassy
Berlin” or "Embassy Kabul.”

To find recommendations with a specific word
or phrase, type the keyword. For example,
“information technology” or “contracts.”

Additional Information

This report includes only unclassified information
entered into our MIS system as of the last
business day of the previous month. For
example, the November report will include
information in our system as of 4 P.M. on the
last business day of October.

Action office have up to 30 days after a report is
issued to respond to newly issued
recommendations.

Questions? Contact the OIG Office of
Congressional and Public Affairs.



https://www.state.gov/department-of-state-organization-chart/
https://www.stateoig.gov/cpa

Use CTRL+F to Enter Search Terms
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Recommendations Closed in July 2020

Unclassified

# ACTION OFFICE REPORT NUMBER REPORT TITLE ISSUE DATE | REC NUMBER RECOMMENDATION REC STATUS REC CLOSE DATE
The Bureau of Administration should issue guidance to require
. . Management Assistance Report: Dispersal of Contracting Officer contracting officer representatives to maintain contract files in the Closed -
1 Bureau of Administration ISP-1-18-33 . . 8/14/2018 1 . . . L . 7/21/2020
Representatives Creates Oversight Challenges electronic contracting officer representative filing system within Implemented
180 days of the final issuance of this report.
The Bureau of African Affairs, in coordination with the Bureau of
Political-Military Affairs, should update and finalize its standard
Compliance Follow-Up Review: Bureau of African Affairs’ Foreign Closed -
2 Bureau of African Affairs ISP-C-20-23 . phanc W-LIp Review: Bureal ¢ al '8 5/14/2020 2 operating procedures for the reclassification of Peacekeeping 7/13/2020
Assistance Program Management . o Implemented
Operations funds to reflect the roles and responsibilities of all
individuals in the reclassification process.
Bureau of Counterterrorism The Bureau of Counterterrorism should update and enforce Closed
3 and Countering Violent ISP-1-20-13 Inspection of the Bureau of Counterterrorism 5/7/2020 3 standard operating procedures to ensure issuance of the Country Imolemented 7/17/2020
Extremism Reports on Terrorism by the congressionally mandated deadlines. P
i The Bureau of Counterterrorism, in coordination with the Bureau
Bureau of Counterterrorism of Administration, should develop a quality assurance surveillance Closed
4 and Countering Violent ISP-1-20-13 Inspection of the Bureau of Counterterrorism 5/7/2020 5 ! . 7/17/2020
.g P 17/ plan for contract 19AQMM18F2561, in accordance with Implemented 7l
Extremism
Department standards.
Bureau of Counterterrorism The Bureau of Counterterrorism should assess the viability of the Closed
5 and Countering Violent ISP-1-20-13 Inspection of the Bureau of Counterterrorism 5/7/2020 7 . o y 7/17/2020
Extremism CT Tasker Tracker and make a decision regarding its future use. Implemented
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Bureau of Diplomatic Security

AUD-SI-18-49

Management Assistance Report: The Bureau of Diplomatic
Security’s Office of Training and Performance Standards Should
Improve Property Management Over Equipment Provided During
High-Threat Training

8/10/2018

OIG recommends that the Bureau of Diplomatic Security, Training
Directorate, Office of Training and Performance Standards (TPS),
in coordination with the Bureau of Diplomatic Security,
Countermeasures Directorate, Office of Physical Security
Programs, Defensive Equipment and Armored Vehicle Division,
complete its joint effort to develop and implement a process to
manage accountable property in the high-threat kits in
accordance with requirements in Volume 14 of the Foreign Affairs
Manual, Sections 420 and 426, and the Property Accountability
requirements in Section 5-25 of TPS’s Standard Operating
Procedures. This process should (a) identify and record all
accountable property in high-threat kits when the kits have been
received and issued and returned and (b) provide steps for
performing annual inventories.

Closed -
Implemented

7/14/2020

Consulate Adana

AUD-MERO-20-19

Audit of Mission Turkey and Embassy Beirut Fuel Oversight and
Payment Process

1/30/2020

OIG recommends that Consulate Adana, Turkey, require its
Contracting Officer to appoint a Contracting Officer’s
Representative to its fuel contracts who has the authority to
inspect and accept fuel on behalf of the Government and approve
vendor invoices.

Closed -
Implemented

7/7/2020

Consulate Adana

AUD-MERO-20-19

Audit of Mission Turkey and Embassy Beirut Fuel Oversight and
Payment Process

1/30/2020

10

OIG recommends that Consulate Adana, Turkey, develop and
implement a quality assurance surveillance plan for its fuel
contracts based on the contract’s performance work statement
and incorporate procedures to test fuel for water content and
sediment.

Closed -
Implemented

7/7/2020

Consulate Adana

AUD-MERO-20-19

Audit of Mission Turkey and Embassy Beirut Fuel Oversight and
Payment Process

1/30/2020

18

OIG recommends that Consulate Adana, Turkey, establish and
implement procedures in the quality assurance surveillance plans
for its fuel contracts that require oversight officials to (a)
independently verify the quantity of fuel delivered using
Department of State-owned flow meters and (b) detail the process
that should be followed if fuel does not meet quality standards or
if the volume of fuel measured by the consulate’s flow meters
does not match the quantity measured by the contractor’s flow
meters.

Closed -
Implemented

7/7/2020
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10

Consulate Adana

AUD-MERO-20-19

Audit of Mission Turkey and Embassy Beirut Fuel Oversight and
Payment Process

1/30/2020

22

OIG recommends that Consulate Adana, Turkey, review the
contract files for all fuel contracts to assess the file quality in
accordance with the Bureau of Administration, Office of the
Procurement Executive, Procurement Information Bulletin 2014-
10, “Contract Files and COR File Checklist” (Updated June 4, 2015)
and implement corrective actions necessary to maintain complete
contract files.

Closed -
Implemented

7/7/2020

11

Consulate Adana

AUD-MERO-20-19

Audit of Mission Turkey and Embassy Beirut Fuel Oversight and
Payment Process

1/30/2020

27

OIG recommends that Consulate Adana, Turkey, conduct its
annual management control review to report on the adequacy of
the consulate’s internal control system, including the
completeness and quality of its contracting files, and ensure that
management control documentation is current and permanently
on file in accordance with the Foreign Affairs Manual, 2 FAM 020,
“Management Controls.”

Closed -
Implemented

7/7/2020

12

Consulate Adana

AUD-MERO-20-19

Audit of Mission Turkey and Embassy Beirut Fuel Oversight and
Payment Process

1/30/2020

34

OIG recommends that Consulate Adana, Turkey, review all
invoices submitted by fuel contractors and paid by the consulate
from October 1, 2013, through September 30, 2018, for gasoline
and diesel fuel contracts (a) to determine whether the $0.31
million paid against those invoices and identified by OIG as
unsupported costs was allowable and (b) to recover any costs
determined to be unallowable.

Closed -
Implemented

7/29/2020

13

Consulate Adana

AUD-MERO-20-19

Audit of Mission Turkey and Embassy Beirut Fuel Oversight and
Payment Process

1/30/2020

42

OIG recommends that Consulate Adana, Turkey, (a) perform a
reconciliation of all invoices submitted and paid against gasoline
and diesel fuel contracts from October 1, 2013, through
September 30, 2018, to determine whether the contractors were
overpaid or underpaid and (b) either pursue reimbursement or
pay any additional amounts owed to the contractors.

Closed -
Implemented

7/29/2020
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OIG recommends that Consulate General Istanbul, Turkey, review
the contract files for all fuel contracts to assess the file quality in
accordance with the Bureau of Administration, Office of the Closed -
1/30/2020 21 Procurement Executive, Procurement Information Bulletin 2014- Implemented 7/7/2020
10, “Contract Files and COR File Checklist” (Updated June 4, 2015)

and implement corrective actions necessary to maintain complete
contract files.

Audit of Mission Turkey and Embassy Beirut Fuel Oversight and

14 Consulate General Istanbul AUD-MERO-20-19
Payment Process

OIG recommends that Consulate General Istanbul, Turkey,
conduct its annual management control review to report on the
adequacy of the consulate general’s internal control system, Closed -
1/30/2020 26 including the completeness and quality of its contracting files, and Implemented 7/7/2020
ensure that management control documentation is current and

permanently on file in accordance with the Foreign Affairs
Manual, 2 FAM 020, “Management Controls.”

Audit of Mission Turkey and Embassy Beirut Fuel Oversight and

15 Consulate General Istanbul AUD-MERO-20-19
Payment Process

OIG recommends that Consulate General Istanbul, Turkey, review
all invoices submitted by fuel contractors and paid by the
consulate general from October 1, 2013, through September 30, Closed
1/30/2020 32 2018, for gasoline and diesel fuel contracts (a) to determine 7/29/2020
. . . " Implemented
whether the $0.33 million paid against those invoices and
identified by OIG as unsupported costs was allowable and (b) to
recover any costs determined to be unallowable.

Audit of Mission Turkey and Embassy Beirut Fuel Oversight and

16 Consulate General Istanbul AUD-MERO-20-19
Payment Process

OIG recommends that Consulate General Istanbul, Turkey, (a)

perform a reconciliation of all invoices submitted and paid against
Audit of Mission Turkey and Embassy Beirut Fuel Oversight and asoline and diesel fuel contracts from October 1, 2013, through Closed -
17 Consulate General Istanbul | AUD-MERO-20-19 y v & 1/30/2020 40 § _ & 7/29/2020
Payment Process September 30, 2018, to determine whether the contractors were Implemented
overpaid or underpaid and (b) either pursue reimbursement or

pay any additional amounts owed to the contractors.

OIG recommends that Embassy Ankara, Turkey, develop and

implement a quality assurance surveillance plan for its fuel Closed

1/30/2020 8 contracts based on the contract’s performance work statement 7/7/2020
K Implemented

and incorporate procedures to test fuel for water content and

sediment.

Audit of Mission Turkey and Embassy Beirut Fuel Oversight and

18 Embassy Ankara AUD-MERO-20-19
Payment Process
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19

Embassy Ankara

AUD-MERO-20-19

Audit of Mission Turkey and Embassy Beirut Fuel Oversight and
Payment Process

1/30/2020

16

OIG recommends that Embassy Ankara, Turkey, establish and
implement procedures in the quality assurance surveillance plans
for its fuel contracts that require oversight officials to (a)
independently verify the quantity of fuel delivered using
Department of State-owned flow meters and (b) detail the process
that should be followed if fuel does not meet quality standards or
if the volume of fuel measured by the embassy’s flow meters does
not match the quantity measured by the contractor’s flow meters.

Closed -
Implemented

7/7/2020

20

Embassy Ankara

AUD-MERO-20-19

Audit of Mission Turkey and Embassy Beirut Fuel Oversight and
Payment Process

1/30/2020

20

OIG recommends that Embassy Ankara, Turkey, review the
contract files for all current fuel contracts to assess the file quality
in accordance with the Bureau of Administration, Office of the
Procurement Executive, Procurement Information Bulletin 2014-
10, “Contract Files and COR File Checklist” (Updated June 4, 2015)
and implement corrective actions necessary to maintain complete
contract files.

Closed -
Implemented

7/7/2020

21

Embassy Ankara

AUD-MERO-20-19

Audit of Mission Turkey and Embassy Beirut Fuel Oversight and
Payment Process

1/30/2020

25

OIG recommends that Embassy Ankara, Turkey, conduct its annual
management control review to report on the adequacy of the
embassy’s internal control system, including the completeness
and quality of its contracting files, and ensure that management
control documentation is current and permanently on file in
accordance with the Foreign Affairs Manual, 2 FAM 020,
“Management Controls.”

Closed -
Implemented

7/7/2020

22

Embassy Banjul

ISP-1-19-04

Inspection of Embassy Banjul, The Gambia

11/21/2018

14

Embassy Banjul should test the information technology
contingency plans for unclassified and classified networks in
accordance with Department guidance.

Closed -
Implemented

7/27/2020

23

Embassy Bern

ISP-1-20-21

Inspection of Embassy Bern, Switzerland

5/11/2020

Embassy Bern should conduct a review of its blanket purchase
agreements in accordance with Department standards.

Closed -
Implemented

7/13/2020

24

Embassy New Delhi

ISP-I-19-10

Inspection of Embassy New Delhi and Constituent Posts, India

12/21/2018

13

Embassy New Delhi should clear overdue travel advances in
accordance with Department guidelines, and put funds up to
$52,385 to better use.

Closed -
Implemented

7/31/2020

UNCLASSIFIED
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Embassy Paramaribo should implement controls for handling and Closed -
25 Embassy Paramaribo ISP-1-19-20 Inspection of Embassy Paramaribo, Suriname 7/24/2019 7 storage of property in its warehousing program in accordance Implemented 7/17/2020
with Department guidance.

Embassy Stockholm should consolidate all contracts for dedicated

Closed -
26 Embassy Stockholm ISP-1-20-06 Inspection of Embassy Stockholm, Sweden 12/9/2019 5 internet network connections in accordance with Department Implemented 7/21/2020
standards. P
Embassy Vilnius, in coordination with the Bureau of Consular
Closed -

27 Embassy Vilnius ISP-1-20-29 Inspection of Embassy Vilnius, Lithuania 4/13/2020 1 Affairs, should install signage at the Consular Section’s public Imolemented 7/27/2020
entrance with all information required in Department guidance. P

Embassy Vilnius should document safety inspections of office Closed
28 Embassy Vilnius ISP-1-20-29 Inspection of Embassy Vilnius, Lithuania 4/13/2020 3 workplace areas and increased risk areas and operations in Imolemented 7/27/2020
accordance with Department guidelines. P

OIG recommends that the Bureau of Administration, Office of
Logistics Management, Office of Acquisitions Management,
require Contracting Officers to use the Contracting Officer's
Representative Certification and Appointment Criteria Matrix in
Volume 14 of the Foreign Affairs Handbook (FAH)-2 Exhibit H-143
Office of Acquisitions Audit of the Bureau of European and Eurasian Affairs ] & o ( ) ) Closed -
29 AUD-CGI-18-50 o . . 8/13/2018 9 to document their analyses of the training and experience of 7/29/2020
Management Administration and Oversight of Selected Contracts and Grants ) . ] > . - Implemented
Contracting Officer’s Representative nominees and their decision
of the appropriateness of the Federal Acquisition Certification for
Contracting Officer’s Representative level needed for oversight of
the Bureau of European and Eurasian Affairs task orders, as
required by 14 FAH-2 H-143(b).

OIG recommends that the Bureau of Administration, Office of the

) . Procurement Executive (A/OPE) and the Bureau of Comptroller

Office of the Procurement Lessons Learned from Office of Inspector General Audits and Global Financial Services form a working group to explore how Closed -
30 ‘ AUD-MERO-19-19 | Concerning the Review and Payment of Contractor Invoices 4/1/2019 4 ! orm a working group to exp 7/21/2020
Executive Subporting Overseas Contingency Operations best to keep A/OPE’s Contracting Officer’s Representative (COR) Implemented

PP J gency Op database up to date and share information between the COR

database and the Global Financial Management System.
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