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BB&T representative and scammed victims out of 
$2 million in the hopes of receiving $22.5 million from 
BB&T Corporation to invest in natural resource projects. 
In addition, fake receipts and documents bearing  
Department of State seals were used to depict that the 
U.S. government notarized and sponsored the 
investment agreements.  

=== 

In another case, a former Chargé d’Affaires appointment 
as a When Actually Employed (WAE) was terminated in 
September for misuse of a position while at the 
embassy. OIG special agents determined the Chargé 
used the position to acquire benefits for family members 
and certain embassy personnel, which were unavailable 
to other post personnel. 

=== 

Finally, OIG special agents and the Office of General 
Counsel successfully worked together to recover 
program funds that otherwise would have been lost 
through the use of the Program Fraud Civil Remedies 
Act. In September 2022, a Department employee agreed 
to pay $13,301 to resolve allegations they knowingly 
filed fraudulent travel reimbursement claims for travel 
expenses and travel reimbursements for individuals not 
meeting requirements to be Eligible Family Members.  
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OIG WEBSITE UPDATE 
We recently updated our public website with an improved 
search function for reports and recommendations. We also 
added a new Ukraine response oversight page to provide 
easy access to information on our oversight efforts in this 
area. Please check out the new OIG site here. 

MAKING A DIFFERENCE 
In response to a recommendation in a 2019 report, 
Inspection of Embassy Koror, Republic of Palau (ISP-I-19-
06), the embassy provided documentation showing a full 
accounting of $823,547 in de-obligated funds that were 
put to better use. 

=== 

In response to a recommendation from a 2020 
report, Management Assistance Report: Deficiencies 
Identified in Communication Security Account 
Management (ISP-20-01), the Bureau of Information 
Resource Management updated escalations procedure 
guidance in the Foreign Affairs Handbook. The new 
guidance directs the Cryptographic Service Branch to 
implement corrective actions within 30 days of the official 
audit report to resolve all deficiencies not corrected 
during Communication Security Account Management 
(COMSEC) audits.  

=== 

In the 2020 report, Inspection of Embassy London and 
Constituent Posts, United Kingdom (ISP-I-20-12), OIG 
recommended that Embassy London dispose of all excess 
non-expendable property in accordance with Department 
guidelines. In response, the embassy held numerous 
auctions to dispose of its excess non-expendable property, 
which resulted in $14,191 being put to better use. 

=== 

In September, an individual from Nigeria was sentenced 
to 12 months and 1 day in federal prison, 2 years of 
supervised release, and ordered to pay $47,500 in 
restitution after an OIG and FBI investigation showed 
wrongdoing. Special agents determined that, from August 
2015 through August 2016, the individual impersonated a 
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SPOTLIGHTS ON SUCCESS 
Evacuation Sessions Help Prepare for Future Emergencies 
(Audit of Department of State Emergency Action Plans at 
Selected Domestic Facilities, AUD-SI-22-36) 

OIG found that one Department facility implemented partial 
evacuation sessions after an actual fire incident in 2019 
because the facility wanted to be better prepared for future 
emergencies. Small-group evacuation sessions allowed 
personnel to continue exercising the facility emergency 
action plan during the COVID-19 pandemic because a full 
fire drill with other facility occupants did not have to be 
coordinated. 

Center’s Reporting Exposed Russian Disinformation Tactics 
and Sources (Inspection of the Global Engagement Center, 
ISP-I-22-15) 

The Global Engagement Center’s (GEC) August 2020 report, 
The Pillars of Russia’s Disinformation and Propaganda 
Ecosystem, used publicly available reporting to expose 
Russian disinformation tactics and sources. Additionally, the 
Tech Challenges program, a series of regional competitions, 
advanced innovative solutions to counter adversarial 
disinformation by funding new technologies and offering a 
forum to highlight and connect entrepreneurs. 

NOTABLE OPEN RECOMMENDATION 
OIG issued Management Assistance Report: The 
Department of State Is Not Managing Unsupported 
Operating Systems in Accordance With Federal 
Requirements (AUD-IT-18-43) in May 2018. In this report we 
recommended, in part, that the Department develop and 
implement policies and procedures for managing 
unsupported operating systems. Despite taking some 
action, the Department’s most recent response indicates 
that it now intends to “have a corrective action plan 
established by [the end of FY 2023].” OIG is concerned that 
taking more than a year to create a corrective action plan 
for policies and procedures does not address this issue in 
the interim. Defining and enforcing clear policies and 
procedures for managing unsupported operating systems is 
a critical foundation for ensuring effective IT security for the 
Department. 

NEW WORK STARTED 
• Audit of Humanitarian Assistance to Ukraine 

REPORTS ISSUED 
• Audit of Department of State Emergency Action Plans at

Selected Domestic Facilities
(AUD-SI-22-36)

• Audit of the U.S. Agency for Global Media FY 2022
Information Security Program
(AUD-IT-IB-22-41)

• Audit of the Bureau of Diplomatic Security’s Oversight of
Contractor Performance and Invoice Processing for the
Domestic Guard Services Contract (AUD-SI-22-37)

• Audit of the International Boundary and Water
Commission, United States and Mexico, U.S. Section, FY
2022 Information Security Program (AUD-IT-22-40)

• Audit of Nonexpendable Personal Property at U.S.
Embassy Baghdad, Iraq (AUD-MERO-22-44)

• Management Assistance Report: Department of State
Process To Authorize Information Systems To Operate
Requires Additional Attention (AUD-IT-22-42)

• Audit of the Department of State FY 2022 Information
Security Program (AUD-IT-22-43)

• Information Report: Afghan Special Immigrant Visa
Program Metrics (AUD-MERO-22-38)

• Evaluation of the Department of State’s Compliance
With the Authorities Act (ESP-22-04)

• Inspection of the Global Engagement Center (ISP-I-22-15)

• Classified Annex to the Inspection of the Global
Engagement Center (ISP-S-22-15A)

• Classified Inspection of Embassy Ottawa and Constituent
Posts, Canada (ISP-S-22-25)

• Classified Inspection of Embassy Kuwait City, Kuwait (ISP-
S-22-24)

Photo Source: Handy, Levin C, photographer. Declaration of Independence as it 
appeared while at the U.S. Department of State  / By L.C. Handy. , 1903. 
Photograph. https://www.loc.gov/item/2010631924/. 

The Office of Inspector General conducts independent oversight of the Department of State and the U.S. Agency for 

Global Media on behalf of American taxpayers to:  

• Promote economy, efficiency, and effectiveness.

• Prevent and detect fraud, waste, and abuse.

• Identify vulnerabilities and recommend constructive solutions.

Report waste, fraud, or abuse 24 hours a day to the OIG hotline: www.stateoig.gov/HOTLINE 

https://www.stateoig.gov/report/aud-si-22-36
https://www.stateoig.gov/report/isp-i-22-15
https://www.stateoig.gov/uploads/media/files/ukraine-response-oversight-project-announcement_9292022.pdf
https://www.stateoig.gov/report/aud-si-22-36
https://www.stateoig.gov/report/aud-it-ib-22-41
https://www.stateoig.gov/report/aud-si-22-37
https://www.stateoig.gov/report/aud-it-22-40
https://www.stateoig.gov/report/aud-mero-22-44-0
https://www.stateoig.gov/report/aud-it-22-42
https://www.stateoig.gov/report/aud-it-22-43
https://www.stateoig.gov/report/aud-mero-22-38
https://www.stateoig.gov/report/esp-22-04-0
https://www.stateoig.gov/report/isp-i-22-15
http://www.stateoig.gov/hotline
https://www.stateoig.gov/report/aud-it-18-43

