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Introduc�on 
 
Each year, in accordance with the Reports Consolida�on Act of 20001, the Office of Inspector General (OIG) for the 
Department of State (Department) iden�fies the most significant management and performance challenges facing the 
Department and provides a brief assessment of the Department’s progress in addressing those challenges. We evaluate 
progress primarily through our compliance process, which tracks and assesses the Department’s efforts to implement 
correc�ve ac�ons related to OIG recommenda�ons. We determine challenges by taking a qualita�ve and holis�c view of 
our body of oversight work, giving par�cular weight to common issues that appear to impact the Department 
systemically.  
 
We assess the Department’s major management and performance challenges as falling into three primary areas: 
 

• Safety and Security: Deficiencies that implicate the Department’s ability to ensure the safety and security of its 
personnel and their families, its facili�es and other property, or its informa�on. 

• Stewardship: Deficiencies that implicate the Department’s ability to efficiently and effec�vely manage its 
significant resources, financial and otherwise. 

• Staffing and Organiza�onal Structure: Deficiencies that implicate the Department’s ability to manage its human 
capital and design and maintain an organiza�onal structure that conveys clear lines of authority and 
responsibility. 
 

Addi�onally, throughout this report we highlight some of the difficul�es the Department faces when opera�ng in 
con�ngency environments and crisis situa�ons. We have assessed this as a cross-cu�ng issue that can have implica�ons 
for the overarching performance and management challenge areas. 
 
This document includes examples of OIG reports and findings completed in FY 2024 that illustrate these challenge areas. 
In addi�on to publicly available work, OIG issues Sensi�ve But Unclassified2 and classified reports throughout the year. 
Although we are only able to discuss unclassified por�ons of our reports here, many of the findings that are not publicly 
available reinforce our assessment of these management challenges. 
  

 
1 The Reports Consolidation Act of 2000, § 3, Public Law 106-531 (amending 31 United States Code [U.S.C.] § 3516). 
2 Sensi�ve But Unclassified material is informa�on that is not classified for na�onal security reasons, but warrants/requires 
administra�ve control and protec�on from public or other unauthorized disclosure for other reasons. 
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Safety and Security 
As the federal agency responsible for advancing the interests and security of Americans abroad 
through the implementa�on of U.S. foreign policy, the Department necessarily has a global 
footprint, with programs and opera�ons in more than 190 countries. Given the breadth and 
diversity of its opera�ng environments, safeguarding its personnel, property, and informa�on 
against hos�le or natural threats is a perennial challenge for the Department. 
 
Much of our oversight work related to safety and security is classified for obvious reasons. The unclassified examples and 
findings included in this report represent a frac�on of what our work reveals about this challenge.  
 
Health and Safety  
One aspect of this challenge is ensuring the health and safety of Department personnel and their families. The 
Department has policies and procedures in place that are designed to protect its people; but, as we have noted in 
previous years, the Department struggles to ensure compliance with its own standards. Our rou�ne inspec�ons of U.S. 
embassies and consulates abroad offer much insight on this challenge. Issues commonly iden�fied in that body of work 
include failures to: 
 

 

 

  
 

 

Perform seismic 
evalua�ons of 
residen�al and  
non-residen�al 

proper�es 

Enforce driver duty 
limits and training 

requirements 
related to 

opera�ng official 
vehicles 

Complete and 
document safety 
cer�fica�ons for 

residen�al 
proper�es 

 

Correctly iden�fy 
safety deficiencies 

at residences 
before occupancy 

Mi�gate the fire 
and life-safety risks 

of high-rise 
residen�al 
proper�es 

 

Implement fire 
protec�on 

programs at 
facili�es and 
residences 

 
  

In FY 2024, our work resulted in more than 270 recommenda�ons to remedy such deficiencies. For example, we found 
Embassy Dili, which is in a very high seismic risk area, did not conduct seismic safety assessments for all residences. 
Leasing proper�es without performing seismic safety assessments poses significant risk to the safety of occupants, who 
could face injury or death in the event of an earthquake.3 Another example: we found unresolved pool safety 
deficiencies at two posts in Africa.4 Failure to comply with the Department’s safety, health, and environmental 
management standards, such as those pertaining to pools, increases the risk of injury and loss of life. 
 

 
3 OIG, Inspection of Embassy Dili, Timor-Leste (ISP-I-24-13, May 2024). 
4 OIG, Inspection of Embassy Dar es Salaam, Tanzania (ISP-I-24-12, March 2024) and OIG, Inspection of Embassy Lilongwe, Malawi 
(ISP-I-24-15, March 2024). 
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Addi�onally, we inspected the Department’s Bureau of Medical Services, which resulted in findings with implica�ons for 
employee health and safety.5 For example, we found the bureau’s quality management procedures did not comply with 
health care industry standards requiring regular clinical performance reviews of medical providers. We also noted that 
staff vacancies, insufficient staffing, and increasing workloads affected some aspects of opera�ons, including mental 
health support services. 
 
Building and Maintaining Secure Facilities 
In addi�on to health and safety concerns, another dimension of this challenge relates to the construc�on and 
maintenance of secure facili�es. The Department’s facili�es must meet certain physical security requirements that are 
meant to reduce risk and vulnerabili�es and to protect personnel, property, and informa�on. When overseas posts 
iden�fy facili�es that do not meet the relevant physical security requirements, they first seek ways to bring the facili�es 
into compliance, but when this is not possible, the Department may grant a waiver or an excep�on. In FY 2024, OIG 
reviewed the Bureau of Diploma�c Security’s processes for gran�ng such waivers and excep�ons.6 Although our work 
found that the bureau implemented some internal controls to ensure the effec�ve func�oning of the processes, there 
were areas for improvement. The bureau did not have formal controls in place to ensure mi�ga�ons that were approved 
as part of a waiver or excep�on were implemented. We also found the bureau did not require some overseas posts to 
seek excep�ons when facili�es did not meet standards.  
 
 

Our inspec�on of Embassy Warsaw, Poland, offers a good example of the Department’s difficul�es with facili�es 
maintenance.7 Embassy Warsaw and Consulate General Krakow have outdated facili�es. We found infrastructure 
concerns and issues in both loca�ons, including increased maintenance, replacement, and repair needs for aging key 
building systems and significant security, fire, and safety vulnerabili�es. At the �me of the inspec�on, Embassy Warsaw’s 
chancery and its annex had a long list of infrastructure update and repair needs. For example, the chancery windows 
were a source of constant problems involving temperature, noise, and outside pollutants. Many windows were sealed 
with duct tape to prevent cold air entering the chancery. 
 
Information Security 
The final dimension of this challenge relates to informa�on security. The Department depends on informa�on systems to 
func�on, and the security of these systems is vital to protec�ng na�onal and economic security, public safety, and the 
flow of commerce. The Department acknowledges that its informa�on systems and networks are subject to serious 
threats that can exploit and compromise sensi�ve informa�on, and it takes steps to address these concerns. 
Nonetheless, in FY 2024, our work offered more than 30 recommenda�ons to remedy deficiencies such as: 
 

      

Developing and 
tes�ng con�ngency 

plans 
 

Tes�ng configura�on 
changes prior to 

approval 
 

Ensuring informa�on 
systems security 

officers perform all 
required du�es 

Tracking users 
required to take 

specialized IT security 
training 

 

Monitoring and 
configuring dedicated 

internet networks 
 

 

As in previous years, the annual audit of the Department’s informa�on security program found that the Department did 
not have a fully implemented informa�on security program based on evidence of security weaknesses iden�fied in eight 
of nine domains, including risk management, supply chain risk management, configura�on management, security 

 
5 OIG, Inspection of the Bureau of Medical Services (ISP-I-24-08, December 2023). 
6 OIG, Review of the Bureau of Diplomatic Security’s Physical Security Waivers and Exceptions Processes (ISP-I-24-19, June 2024). 
7 OIG, Inspection of Embassy Warsaw and Constituent Post, Poland (ISP-I-24-18, June 2024). 
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training, and con�ngency planning.8 The informa�on security standards that form the criteria for this audit represent 
founda�onal guidelines for managing and reducing cyber risk by protec�ng networks and data. The Department’s 
persistent inability to comply with those standards creates significant risk and will be a con�nued focus of our work. To 
illustrate, we are tracking 11 significant recommenda�ons stemming from these annual security audits that the 
Department s�ll has not taken sufficient ac�on on to close. Two of these date to 2015.  
 
This year, we also performed a review of the Bureau of Diploma�c Technology’s cloud services program management 
and found that the bureau’s cloud compu�ng policies and guidelines have not kept pace with the quickly evolving cloud 
compu�ng landscape and the rollout of enterprise cloud services in the Department.9 Although the bureau established 
processes and procedures to meet most federal and Department security requirements and to monitor and control costs 
associated with enterprise cloud services, the bureau’s policies and guidelines for governing the procurement, 
implementa�on, configura�on, and use of cloud services in the Department were outdated and obsolete.  
 
Contingency and Crisis Environments  
The Department operates in countries that face critical terrorism, political violence, and crime threats. Emergency 
planning and crisis preparedness challenges at these posts are often exacerbated by security threats, evacuations, and 
other disruptions. In our review of Embassy Kyiv’s operating status, OIG’s objectives were to assess key operating 
challenges related to staffing, security, and facilities, areas particularly important to ensuring continuity of operations for 
the embassy.10 Although most of the report’s findings were Sensitive But Unclassified or classified, OIG identified several 
significant challenges that negatively affected the embassy’s ability to accomplish its goals. OIG determined that the 
embassy generally implemented procedural and residential security measures to enable it to operate in a high-risk, 
wartime environment. However, OIG identified deficiencies in Embassy Kyiv’s preparedness for an emergency. 
Specifically, the embassy had not completed annual updates to its Emergency Action Plan and security directives had not 
been updated and signed by the Ambassador. While the embassy corrected these deficiencies during OIG’s review, OIG 
also recommended that the Department take steps to review contingency plans for operational, staffing, and security 
support requirements to address and mitigate future risks in Ukraine. 
 

 
Progress 
In FY 2024, the Department closed 276 OIG recommenda�ons related to safety and security issues. This represents 
nearly half of all recommenda�ons closed during the year.  
 
An example of one of these recommenda�ons comes from an audit we performed in FY 2023.11 We had noted that the 
Bureau of Diploma�c Security had a large backlog of pending physical security surveys—surveys completed once every 3 
years by posts to determine whether the facili�es meet the appropriate physical security standards and, if not, to 
document the deficiencies to be remediated. We found that when surveys remained in a pending status, new 
deficiencies noted as part of the physical security surveys were not visible and did not contribute to the overall security 
profile of a post. Upon our recommenda�on, the bureau analyzed its backlog of physical security surveys and developed 
a plan of ac�on to address and resolve the backlog. This ac�on gives more assurance that security deficiencies can be 
remediated in a �mely manner and that physical security mi�ga�on ac�ons can be taken to address security and life 
safety concerns. 

 
8 OIG, Audit of the Department of State FY 2024 Information Security Program (AUD-IT-24-26, July 2024). 
9 OIG, Targeted Review of the Bureau of Diplomatic Technology’s Cloud Services Program Management (ISP-I-24-21, June 2024). 
10 OIG, Review of Embassy Kyiv's Operating Status (ISP-S-24-01, October 2023). 
11 OIG, Audit of Physical Security Standards for Department of State Temporary Structures at Selected Overseas Posts (AUD-SI-23-30, 
September 2023). 
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Stewardship 
The Department has significant resources and as has been the case for many years, its ability to 
manage them efficiently and effec�vely is a challenge. We assess this challenge as having two 
primary dimensions related to financial and property management and oversight of federal 
funding instruments. 
 
Financial and Property Management 
Internal controls over financial and property management have historically been a challenge for the Department. 
Weaknesses in property and equipment were ini�ally reported during the audit of the Department’s FY 2005 financial 
statements. Our most recent audit of the Department’s financial statements found that its internal control structure 
con�nued to exhibit several deficiencies that nega�vely affected the Department’s ability to account for property in a 
complete, accurate, and �mely manner.12 We concluded that the combina�on of property-related control deficiencies 
was a significant deficiency. The individual deficiencies iden�fied were related to overseas real property, domes�c 
construc�on projects, leases, personal property, and so�ware. The audit also iden�fied internal control deficiencies 
related to unliquidated obliga�ons and financial repor�ng. 
 
Oversight of Federal Funding Instruments 
The Department also faces challenges in properly overseeing its contracts, grants, and coopera�ve agreements. Those 
responsible for oversight of contractors and grantees must monitor and document performance, confirm work is done in 
accordance with agreed upon terms, address nonperformance, and ensure that costs are effec�vely contained. Our 
inspec�on work o�en highlights deficiencies in this area at the overseas post level and bureau level.  
 
Addi�onally, during our audit related to the construc�on of a new embassy compound in Mexico City, we found that the 
Department did not execute contract modifica�ons for the construc�on contract in accordance with requirements.13 
Specifically, the project director did not assess the impact that the contract modifica�ons would have on the overall 
construc�on project �meline, the Department did not always perform required pre-nego�a�on and nego�a�on ac�vi�es 
to determine fair and reasonable pricing, and the contrac�ng officer did not always obtain required contractor release 
statements to avoid exposing the Department to increased financial risk. 

In another case, the Department redesigned a major guard services, personnel protec�on, and support services contract 
to address issues with the quality, oversight, and cost of training provided.14 However, OIG could not determine whether 
this had resulted in improved training quality or achieved cost savings because the Department had not collected data; 
established baseline data or performance indicators; or developed a methodology to monitor, evaluate, and measure 
training quality improvements or cost savings. 

 
12 OIG, Independent Auditor's Report on the U.S. Department of State FY 2023 and FY 2022 Financial Statements (AUD-FM 24-07, 
November 2023). 
13 OIG, Audit of Select Contract Administration Processes Related to the Construction of New Embassy Compound Mexico City, Mexico 
(AUD-CGI-24-09, January 2024). 
14 OIG, Audit of Worldwide Protective Services III Initial Training Consolidation Initiative (AUD-SI-24-23, July 2024). 
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As of the end of FY 2024, OIG was tracking 65 open recommenda�ons intended to improve oversight of contractors and 
grantees at the Department. 
 

Contingency and Crisis Environments 
For programs and posts opera�ng in con�ngency and cri�cal environments, pervasive security concerns and 
widespread reliance on contractors and grantees can serve to contribute further to the Department’s stewardship 
challenge.  
  
In an example of the former, we audited the planning, design, construc�on, and commissioning of the central power 
plant at Embassy Baghdad and learned that Bureau of Overseas Buildings Opera�ons officials, at the �me the plant 
was under construc�on, felt that the project needed to be completed as soon as possible because of the security and 
life support needs at such a cri�cal threat post.15 Our audit ul�mately found that the Department did not always 
follow federal and Department requirements when execu�ng the project and missed mul�ple opportuni�es to 
address known deficiencies. The primary reason for such failures was the desire to expedite comple�on of the 
project. Consequently, persistent performance problems have required the Department to incur significant costs. 
In another example of ac�ng fast hindering good stewardship, we audited the Department’s provision of 
humanitarian assistance to Ukraine and found that the responsible bureau did not include measurable objec�ves in 
the terms of its awards.16 Absent specific, measurable objec�ves or corresponding performance indicators, the 
Department was not posi�oned to track progress toward intended program results. 
 
Con�ngency or crisis environments can also complicate good stewardship by making in-person monitoring and 
oversight difficult or impossible. For example, in our review of end-use-monitoring in Ukraine, we iden�fied security 
restric�ons as one of several ongoing challenges to conduc�ng such monitoring.17 Addi�onally, in an audit of the 
Bureau of Interna�onal Security and Nonprolifera�on’s administra�on of assistance to Ukraine, we found that 
security concerns and staffing limita�ons at Embassy Kyiv led the bureau to rely on alterna�ve methods for 
monitoring its assistance.18 We concluded that, in line with iden�fied risk mi�ga�on plans for grants and coopera�ve 
agreements, the bureau should explore other op�ons for providing in-person monitoring. 
 
Lastly, a recent audit on the disposi�on of sensi�ve security assets during and a�er the Embassy Kabul evacua�on 
found that many of Embassy Kabul’s security assets—including 63 percent of its armored vehicles and 26 percent of 
its firearms—were abandoned, mostly intact.19 We concluded that several factors contributed to this, including 
Embassy Kabul maintaining more assets than what was needed, inadequate disposi�on planning, inadequate 
guidance, and insufficient training. We also noted that, although the Department has an interest in fully and 
accurately accoun�ng for security assets that are le� behind, this accoun�ng did not occur due to the lack of a 
requirement to reconcile post assets following a suspension of opera�ons and weaknesses in a key bureau’s records 
management prac�ces.  
 
 

 

 
15 OIG, Audit of the Planning, Design, Construction, and Commissioning of the Central Power Plant at U.S. Embassy Baghdad, Iraq 
(AUD-GEER-24-02, November 2023). 
16 OIG, Audit of the Department of State’s Humanitarian Response to the Ukraine Crisis (AUD-GEER-24-16, May 2024). 
17 OIG, Review of Department of State End-Use Monitoring in Ukraine (ISP-I-24-02, November 2023). 
18 OIG, Audit of the Bureau of International Security and Nonproliferation Administration of Assistance to Ukraine (AUD-GEER-24-14, 
March 2024).  
19 OIG, Supplemental Classified Report on the Audit of the Disposition of Sensitive Security Assets at U.S. Embassies Kabul, 
Afghanistan and Kyiv, Ukraine (AUD-GEER-24-31, September 2024). 
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Progress 
 
In FY 2024, the Department demonstrated it had taken the necessary actions to close 193 recommendations related to 
stewardship. This represents one-third of all recommendations closed during the year. 
 
An example of one of these recommendations comes from an FY 2022 audit.20 We identified multiple deficiencies with 
acquisition planning that resulted in the Department missing opportunities to expand its pool of potential construction 
contractors, and thus recommended that the Bureau of Overseas Buildings Operations coordinate with the Bureau of 
Administration to develop and implement processes to ensure acquisition planning for construction projects was performed in 
accordance with federal regulations and Department policy. As a result of implementing this recommendation in FY 2024, we 
believe that the Department strengthened its efforts to promote competition related to costly construction awards.  
 
 
 
 
 

 
20 OIG, Audit of Department of State Efforts To Promote Competition for Overseas Construction Projects (AUD-CGI-22-34, August 
2022). 
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Staffing and  Organizational  Structure 
The Department must recruit, retain, and sustain a diverse and talented workforce that is 
prepared to advance the Department’s foreign policy mission and priori�es in every corner of 
the world. Given the vital nature of that mandate, OIG iden�fies managing human capital and 
designing and maintaining an organiza�onal structure that conveys clear lines of authority and 
responsibility as a management challenge facing the Department. 
 
The kinds of workforce or human capital management issues that OIG’s work iden�fies varies widely, but it tends to 
include staffing gaps, inexperienced and undertrained staff, and failure to adhere to leadership principles. On the later, 
our inspec�ons of Embassy Singapore and Embassy Baghdad offered examples. We reported that the Ambassador to 
Singapore failed to model Department leadership and management principles.21 In addi�on to concerns that his 
rela�onships with host government ministries were poorly developed, which impacted the achievement of diploma�c 
goals and objec�ves, we also reported that his many projects were frequently unatainable, distrac�ng for staff, and 
dubious in their ability to promote U.S. interests in Singapore. At Embassy Baghdad, we found that a Poli�cal Counselor 
also failed to adhere to the Department’s leadership and management principles, including by engaging in behavior that 
created an atmosphere of tension and fear within the Poli�cal Sec�on which detracted from its ability to func�on well 
under its heavy workload.22 
 
Our work also o�en highlights structural issues that confuse staff, lead to gaps or overlap in authority, and ul�mately 
weaken accountability. Following the release of a White House strategy that elevated an�-corrup�on efforts as a key 
na�onal security and foreign policy priority, the Department announced the crea�on of the Office of the Coordinator on 
Global An�-Corrup�on.23 Despite its important role in advancing a key priority, we found that the Department had not 
properly established the office or codified its roles and responsibili�es as required. Without taking the steps to properly 
establish the office, the Department risks shortcomings in its efforts to achieve an�corrup�on goals and objec�ves. 
 
As of the end of FY 2024, OIG was tracking 73 open recommenda�ons designed to guide the Department toward 
improvements in these areas.   
 

Progress 
In FY 2024, the Department demonstrated it had taken the necessary ac�ons to close 66 recommenda�ons related to 
staffing and organiza�onal structure. Several of these recommendations came from an FY 2022 audit of the process to 
prepare residences for new tenants at Embassy Cairo.24 Among other actions, the embassy made progress toward 
addressing issues impacting collaboration, morale, and interpersonal relationships at post, resulting in the closure of six 
recommendations. 

 
21 OIG, Inspection of Embassy Singapore, Singapore (ISP-I-24-09, February 2024). 
22 OIG, Inspection of Embassy Baghdad and Constituent Post, Iraq (ISP-I-24-06, January 2024). 
23 OIG, Management Assistance Report: Actions Needed To Meet Requirements for Establishing the Office of the Coordinator on 
Global Anti-Corruption (AUD-GEER-24-19, June 2024). 
24 OIG, Audit of the Process To Prepare Residences for New Tenants at U.S. Embassy Cairo, Egypt (AUD-MERO-22-23, March 2022). 



   
 

   
U.S. Department of State FY 2024 Major Management Challenges   9 

Appendix A: U.S. Department of State Response, As Printed in the 2024 Agency 
Financial Report  
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HELP FIGHT  
FRAUD, WASTE, AND ABUSE 

 
1-800-409-9926 

Stateoig.gov/HOTLINE 
 

If you fear reprisal, contact the  
OIG Whistleblower Coordinator to learn more about your rights. 

WPEAOmbuds@stateoig.gov 
 
 

https://www.stateoig.gov/HOTLINE
mailto:WPEAOmbuds@stateoig.gov

